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Data Integrity on TeraMetrics

This Technical Note provides an introduction to the Data Integrity function when using
TeraMetrics version 4.50 or later firmware.
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Data Integrity on TeraMetrics

Introduction

Introduction

©)

Important: This Technical Note applies to TeraMetrics version 4.50 or later firmware.
For information regarding version 4.30 or earlier firmware, refer to Technical Note #16,
Data Integrity on TeraMetrics.

The Data Integrity function allows the SmartBits modules to send and receive a frame
with a marker, called the Data Integrity marker, as an additional means of verification that
the user payload was received correctly. This feature is used to determine if packet
corruption occurred internal to a router where the packet is not protected with a Layer 2
CRC.

The Data Integrity function requires that the configuration be set up in a specific manner
to operate properly. This Technical Note provides this configuration information for the
SmartBits modules and provides answers to frequently asked questions regarding the Data
Integrity function.

Module Information

L

Note: The FBC-3601A and FBC-3602A modules are supported only in SmartLibrary.

The Data Integrity function applies only to the following SmartMetrics and TeraMetrics
modules:

* FBC-3601A Fibre Channel 1G, 2-port, SmartMetrics

* FBC-3602A Fibre Channel 1G and 2G, 2-port, SmartMetrics

* LAN-3300A 10/100/1000Base-T Ethernet, Copper, 2-port, SmartMetrics

¢ LAN-3301A 10/100/1000Base-T Ethernet, Copper, 2-port, TeraMetrics

* LAN-3302A 10/100Base-T Ethernet, Copper, 2-port, TeraMetrics

* LAN-3306A 10/100Base-TX Ethernet, Copper, 4-port, TeraMetrics XD

* LAN-3310A 1000Base-X Ethernet, GBIC, 2-port, SmartMetrics

¢ LAN-3311A 1000Base-X Ethernet, GBIC, 2-port, TeraMetrics

¢ LAN-3320A 10/100/1000 Mbps and Gigabit Ethernet Fiber, 2-port, SmartMetrics XD
* LAN-3321A 10/100/1000 Mbps and Gigabit Ethernet Fiber, 2-port, TeraMetrics XD
* LAN-3324A 10/100/1000 Mbps and Gigabit Ethernet Fiber, 4-port, SmartMetrics XD
* LAN-3325A 10/100/1000 Mbps and Gigabit Ethernet Fiber, 4-port, TeraMetrics XD
* LAN-3327A 10/100/1000 Mbps and Gigabit Ethernet Fiber, 1-port, TeraMetrics XD
* POS-3504As POS OC-48c, 1-port, single mode, 1310nm, SmartMetrics

* POS-3504Ar POS OC-48c, 1-port, single mode, 1550nm, SmartMetrics

2
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Data Integrity on TeraMetrics
Design Principles

*  POS-3505As POS OC-48c, 1-port, single mode, 1310nm, TeraMetrics

*  POS-3505ARr POS OC-48c, 1-port, single mode, 1550nm, TeraMetrics

* POS-3510A POS OC-3c¢/OC-12c, 2-port, multi-mode, 1300nm, SmartMetrics

* POS-3510As POS OC-3c¢/OC-12c, 2-port, single mode, 1310nm, SmartMetrics
* POS-3511A POS OC-3c¢/OC-12c, 2-port, multi-mode, 1300nm, TeraMetrics

*  POS-3511As POS OC-3c¢/OC-12c, 2-port, single mode, 1310nm, TeraMetrics

* POS-3518As POS OC-192c, 1-port, 2-slot, single mode, 1310nm, SmartMetrics
*  POS-3518ARr POS OC-192¢, 1-port, 2-slot, single mode, 1550nm, SmartMetrics
* POS-3519As POS OC-192c, 1-port, 2-slot, single mode, 1310nm, TeraMetrics

* POS-3519AR POS OC-192c, 1-port, 2-slot, single mode, 1550nm, TeraMetrics
¢ XLW-3720A 10Gbps Ethernet, Optical, XENPAK, 1-port, 2-slot SmartMetrics
*  XLW-3721A 10Gbps Ethernet, Optical, XENPAK, 1-port, 2-slot TeraMetrics

Design Principles

The SmartBits modules listed above use the Trigger logic on the receive side to recognize
the _NETCOM_ pattern in the frame and start Data Integrity calculations. These
SmartBits modules do not “scan” packet contents for the Data Integrity marker. Instead,
the pattern matching logic in the Rx Trigger circuit examines a specified byte offset in the
frame to determine if a marker is present or not.

A Data Integrity frame has a marker that displays as _NETCOM_ in ASCII immediately
following the last protocol header. In hexadecimal, the marker is 5f 4e 45 54 43 4f 4d 5f.
Immediately after the marker, there is a 2-byte Byte Count field, the User Payload, and the
CRC-16, followed by the Signature Field and the FCS for the frame. The format shown
below is the definition of Data Integrity within a SmartMetrics or TeraMetrics frame.

Added to Frame when Data Integrity is Enabled

- |
Protocol Marker Byte User Payload CRC-16 Signature FCS
Headers (8 bytes) Count (Length of User (2 bytes) Field
(2 bytes) | Payload = Byte Count)

’4 Covered by CRC-16
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Data Integrity on TeraMetrics
Transmit Configuration

Transmit Configuration

To transmit Data Integrity frames for a stream on a TeraMetrics module, select Enable
Data Integrity in either SmartWindow or SmartLibrary.

@ Important:

*  When you configure streams in SmartWindow 8.00, the streams are set to trans-
mit the Data Integrity marker by default.

* Data Integrity can be Enabled or Disabled in the Streams Configuration window
or you can select a stream, choose edit, and check the Data Integrity box.

e  Only frames that contain the Signature Field can have Data Integrity enabled.
This means that Data Integrity works only when the module is in SmartMetrics
mode and the Signature Field is enabled.

*  The modules statically calculate TCP checksums during stream configuration,
prior to real time generation of packets. Data Integrity calculations are performed
in real time. Therefore, the Data Integrity feature cannot be used with the TCP
protocol. Data Integrity does work with IP and UDP protocol.

E Note: TeraMetrics modules do not support error injection in this feature. However, it is
possible to send errored Data Integrity frames using the custom protocol by imitating a
faulty Data Integrity frame.

When Data Integrity is enabled, it modifies the following in the modules:

* Places the start of the Data Integrity immediately after the protocol headers. This start
position can vary, depending on the specifics of the protocol stack in the packet.

* Includes the marker, length, and CRC-16 fields.

Receive Configuration

To count or measure Data Integrity frames on a TeraMetrics module, you must first set a
receive trigger on the Data Integrity marker.

To set a receive trigger on the Data Integrity marker using SmartWindow or SmartLibrary,
set trigger 1 to match the last six bytes of the 8-byte Data Integrity marker. The byte offset
for the trigger must be set to point to the E in _NETCOM_ and the trigger value should be
set to ETCOM_ (hexadecimal 45 54 43 4f 44 5f).

For example, when receiving in an Ethernet frame with an IP header only, the offset
should be set to byte 36, corresponding to the E (ASCII 45).

@ Important:

*  There are two receive triggers: Rx Trigger 1 and Rx Trigger 2.

*  Receive Trigger 1 must be correctly configured to recognize the Data Integrity
marker.

4 | Spirent Communications Technical Note #18



Data Integrity on TeraMetrics
Counter Interpretation and Results

*  When Receive Trigger 1 is used for Data Integrity marker detection, the other
trigger must not interfere. In SmartWindow’s Receive Trigger Setup, select Only
trigger 1, ignore trigger 2.

* A Receive Trigger offset is a static value. It can only point to a fixed number of
bytes beyond the beginning of a packet. This is a per port parameter. The byte
offset of the receive trigger must be based on the received frame type, not the
transmitted frame type.

Counter Interpretation and Results

When the transmit and receive settings are set according to this document, the Data
Integrity counter will show Data Integrity errors detected on the receive port. Frames with
Data Integrity errors will be counted in the frame receive statistics, both counters and
histograms.

Capture Information

In SmartWindow, select Capture, and set Capture Events to either All Frames or Data
Integrity Errors. In both capture events, the capture status will display D for those frames
with Data Integrity errors.

More Details on Rx Functionality

The trigger/match logic is implemented as described above. However, it conveys only
MATCH or NO_MATCH information. If there is a MATCH, it provides a byte pointer
where the match occurred to the Receive Engine.

The Receive Engine performs the following actions for Data Integrity:

¢ If MATCH = TRUE, then the LENGTH field is used to re-calculate the CRC-16 and is
compared to the CRC-16 in the packet.

* Ifitis a signature frame and the CRC-16 is errored, then the Data Integrity ERROR
counter is incremented.

* Ifitis not a signature frame, then Data Integrity errors are ignored.

E Note: Data Integrity Check will be enabled in SmartWindow on trigger setup, only when
user selects Only trigger 1, ignore trigger 2, with a trigger range of 6, and a trigger
pattern of ETCOM _ (hexadecimal 45 54 43 4f 4d 5f). Otherwise, no Data Integrity
Check will be performed on frames even if other criteria matches.
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Data Integrity on TeraMetrics
Important Information

Important Information

The following information is important for the operation of Data Integrity:

* There is no always on detection of the Data Integrity marker; the Rx trigger must be
configured to see the marker.

* Rx Trigger resource is consumed when running Data Integrity tests.
* Since the Alternate Key Feature also consumes the Rx trigger resource, Data Integrity

Check will be disabled when the Alternate Key Feature is enabled, regardless of
trigger setup.
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