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Introduction:
Protocols and Testing

How to Limit Downtime

Unscheduled downtime isintolerable for any business that is financially dependent on the operation of its
networks, which is why outages must be controlled through a quick system recovery.

The communications industry calls this process High Availability (HA) Routing or Non-Stop Forwarding
(NSF). The fundamental principle calls for trying to minimize or eliminate any downtime. While major router
vendors, service providers and the Internet Engineering Task Force (IETF) pursue solutions for reducing
downtime, 100 percent uptime continues to be elusive. Instead, the proverbial “five nines’ or 99.999 percent
network availability isthe realistic objective.

Vendors have proposed the Hot Standby Router Protocol (HSRP) and the Virtual Router Redundancy Protocol
(VRRP) to reduce the recovery period. These two competing solutions describe failover processes for router
componentsincluding the failure of the entire router. Other industry proposals promote circuit redundancy (load
balancing) and backup links.

Yet other ideas want to minimize downtime during control plane events such as route reconvergence. Overall
network topology is certainly a major factor for increasing uptime as are redundant circuits and paths. Also
necessary are redundant power sources, additional CPUs and interfaces. Modular and self-healing routing
software are also part of the solution.

Even with redundancy, some downtime or packet |oss occurs when failover takes place from one circuit to the
next, or between the primary hardware module and the backup system. Although the loss period should be
minimal with redundant elements, failover can still be catastrophic for mission-critical, real-time applications.
Reducing the recovery period isthe focus of the latest HA routing efforts throughout the industry.

The key isto discover aspects of your network that perhaps you never knew.

Truth in Testing

The truth about network performance can only be found with adequate testing. Validate the actual HA
performance of a network or device by rigorously testing al facets of high availability routing. The only
obstacleisthat HA standards are till in draft format.

Rather than wait for IETF, some equipment manufacturers have developed proprietary or pre-standard sol utions.
When combined with prevailing standards, these implementations often yield satisfactory solutions for
enterprises and service providers. The solutions must still be tested and quantified for users to fully understand
the potential impact of network failure.

Using the TeraRouting Tester

The three tests in this journal — VRRP/HSRP, BGP Graceful Restart and Graceful Restart for Other Protocols
— are to be used with Spirent Communications' TeraRouting Tester (TRT) product. The TRT applicationis
utilized on Spirent’s SmartBits platform to emulate alarge IP network running any major 1Pv4 or IPv6 routing
protocol. After creating an emulated network, TRT generates traffic to and from all network devices and routes.
A basdline for device capacity, throughput and latency can easily be established.

Spirent Communications Test Methodologies ® High Availability Routing
1



Introduction: Protocols and Testing

TRT simulates router problems or link failures as it generates traffic. The latency and packet loss that occur, as
the router recovers, can be measured to help the user understand the “worst case” scenario for downtime and the
data loss caused by failure. Much of the testing takes place from the data plane standpoint, the perspective that
users have during network failure. While control plane events such as route updates are introduced in a
controlled test environment, the relevant measurements are based on the loss or latency of data packets.

After a stable network is constructed in alab, “negative” events can be introduced. Since TRT simulates router
problems or link failures while generating traffic, the latency and packet loss that occurs during router recovery
can be measured.

Routing Protocols

All test methodologies in thisjournal use |Pv4. However, these tests are equally applicable for IPv6 or for
mixed |Pv4/IPv6 networks. By changing addresses, the user can adapt the methodol ogies for an IPv6
environment. TRT fully supports |Pv4 and | Pv6, separately or simultaneously. Most routing protocols have
extensions for graceful restart functionality (in official RFCs or specified in draft format RFCs).

Explanation of the Test Methodologies

The three test methodol ogies are examples of testing solutions. Most use the BGP protocol, but the principles
are equally applicable to other routing protocols. The tests require at |east two SmartBits ports. More extensive
testing can be conducted using the same basic methodology with additional ports.

In this document, Gigahit Ethernet ports are used for all tests. However, other media and speeds can be used. In
most cases, the tests require one or two devices under test (DUTS) or routers. TRT modules generate the control
plane infrastructure and the data plane traffic while TRT software measures and records results. The tests take
advantage of TRT’s unique data plane clocking capabilities. Packets will be generated at a consistent rate of
1,000 per second.

Note: It isimportant that only data plane “ signature” packets are counted, not the total TX/RX packet quantities
since these include control plane information and may alter the totals. After acontrol plane event is generated,
the resulting packet loss will be measured.

If 3,000 packets are lost, then one can infer the recovery latency was 3.000 seconds. If 18 packets werelost asa
result of the negative event, the recovery time can be calculated to be an impressive speed of 0.018 seconds.

Making A Difference

Thereis much more to know about testing high availability routers and reducing downtime. Spirent believesthis
journal isagood start because it provides you step-by-step testing procedures and basic educational material. If
you would like to advance your knowledge in how to better control the effects of downtime, contact us for
assistance.

Spirent Communications
WWW.spirentcom.com

Spirent Communications Test Methodologies ® High Availability Routing
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TM-0185

Redundancy Protocols:
VRRP and HSRP

Associated RFCs

* RFC 3768 - Virtual Router Redundancy Protocol (VRRP) - April 2004
* RFC 2281 - Cisco Hot Standby Router Protocol (HSRP) - March 1998

Overview

Router redundancy protocols facilitate the backup and recovery of an entire router or some of its major
functional components. The Virtual Router Redundancy Protocol (VRRP) and the Hot Standby Router Protocol
(HSRP) are similar in basic functionality.

VRRPisan industry standard protocol defined in RFC 3768. HSRP is generally applicable to Cisco
environments, and it is specified in an informational RFC. In both cases, a primary router is selected and one or
more backup device(s) isidentified. A “hello” or “keep-alive” protocol operates between the two routers. If the
secondary device detects afailure of the primary router (due to unanswered “ hello” messages) it will assumethe
full identity of the primary router and take over its duties. Recovery times typically range from 10 seconds to
two minutes.

Objective

The redundancy protocol should operate between two routers with the test equipment generating, receiving and
measuring traffic. Test the failover and recovery processes and latency for the two popular router redundancy
protocols.

Primary
Router BGF Route
Advertisermnents

LAM
Segment 1

LAM
Segment 2

The diagram above indicates the basic test setup. (Similar test topologies will be used for the subsequent HA
tests.) The SmartBits port on the right-hand side (Port-2) of the diagram will advertise BGP routes. The port on

Spirent Communications Test Methodologies ® High Availability Routing
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Redundancy Protocols: VRRP and HSRP

the left (Port-1) will generate traffic streams at a periodic rate to all advertised networks. The primary router
should forward this information to the SmartBits port (Port-2) on the right. After arouter failure occurs (i.e., by
turning the primary router off) the backup router should assume the traffic forwarding functions. The SmartBits
port on the right (Port-2) will measure the latency and packet loss associated with this switch over.

Note: The Ethernet segments are depicted in the diagram as old-fashioned LAN segments. In reality, a gigabit
hub or switch is more likely to be used. It is critical that a hub be used instead of a switch. Otherwise the test
resultswill be skewed to include the additional latency incurred while the switch updates its forwarding table to
reflect the changeover from the primary router to the backup router. It is also highly recommended that the hub
be dedicated to this particular test and not support any other extraneous traffic.

Step-by-Step Testing

1. Configurethe routers for VRRP or HSRP. Identify the primary and secondary routers, and also assign the
appropriate virtual |P addresses. Make sure the configuration includes a peer address and Autonomous Sys-
tem Number (ASN) for the BGP router that will be emulated on TRT Port-2.

2. Configurethe TRT SmartBits Port-1to “Xmit Only.” Select “Xmit and Advertise” (or “Advertise Only”) for
Port-2. Enable BGP routing on Port-2.

Show Colurmns
W Part Info [ Hub,Slat, Part [ Ethernet I~ pos [ Pos-PPP
V¥ Alias I [~ IPvE [~ atm

IDrag a column header here to group by Ehat column,

Park Link |Alias Cluster |WPMID M

bills_smb 2-1 | @ |Part-1 / LAMN-33254 | Hmit Onlky O (|

bills_smb 2-2 | @ |Part-2 \LF\N—SSESA “mit and Advertise | Resarvad F (] (]

bills_smb 2-3 | @ ! ved o 1 1 ]
B |bills_smb 2-4 @ LAMN-33254 Mot Used Reservad F (| (|
RN I
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Redundancy Protocols: VRRP and HSRP

3. Set the correct |P addresses for the SmartBits ports. Note that the gateway addresses should be the Virtual
I P addresses for the VRRP or HSRP groups.

Show Columns

W Port Info

v alias

W 1Pws

I Hub,slok,Port

[w Ethermet
[ IPvE

IDrag a column header here ko group by that colunn.

I~ Pos
I atm

[~ POS-PPP

Pork IPv4 Address IPwd Gatewaw IPv4 Prefix Length MaC Address
bills_smb 2-1 [10.0.0.2 10.0.0.1 24 a0-00-0z-00-00-01
bills_smb 2-2 [20.0.0.2 20.0.0.1 24 a0-00-0z-00-00-02
bills_smb 2-3 [122.91.1.2 192,91.1.1 = O0-00-0z2-00-00-035
P |bills_smb 2-4 |192.92.1.2 192,92.1.1 = O0-00-0z2-00-00-04

Kl

4. Enable asingle BGP peer on Port-2. Note that the address and ASN must match those that are aready
configured in the DUTSs.

= Lntitled - TeraRouting Tester

Egdit Wfigw Tools Achions Help

DEEecd i 0g ReE

ﬂ fipply | QE; Result Collection.., | E&Wizards... @ @ .

1B Test

&l Card Setup Aol Deft Show columns

..... B Sib-interface Bddresses [v v [ VLAN [V ATM | Intervals BP Router ID |Same as Tester IPvd 'l

----- b Static Route

-3 BGP
P
% gi:t;;s Pt |State  TesterAS# |SUTASE UEBGP  SessonPv  RouteIPy | Tester IPvd Address P4 Frefix Length

.0 opF B |Part-2 |Aone | | P P IPv4 20003 24

-] O5PFY3

Ry

w1515
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Redundancy Protocols: VRRP and HSRP

5. Usethe BGP Route generator to create some quantity of |Pv4 routes that will be advertised to the DUTSs.
The quantity and distribution types are probably not significant, but these can be varied in subsequent itera-
tions of the test.

%, BGP Route Generator x|

IP Yersion of Advertised Roukes IIPv4 "l

PrefizPort |Range | BGP Options |

Prefix based Route Advertisement
Total Mumber of nebwarks to advertise |1 oo o ko Duplicateltl

Prefix Distribution Type Brefix Lenath Distribution Ranae

fInternet | Ede.. | Start |1 End [32

eighted Assignment of Roukes ko Parks

" By Speed {* Equal " By Mumber of Routers

Route Aggregation

[ Prevent aggregation by assigning non-sequential netwarks to parks

Help |

Cancel

6. Theresulting routing table on TRT for 1,000 routes with an Internet distribution should look like this:

[t

HE‘ R B‘ I apply | %5 Result Collection, ., ‘ A wizards,., [3) ) -

Mumber of Routes Advertised ———————  Show columns f
Route Generator e 3 H
All Sessions: 1000 I mpLswen L
= Al ports
Q@ Port-1
Active  |Prefiz Length | # Routes Start Route End Route Increment Category Label Drigin Segment Type Hop
| » | -lPart-2
| =l #1:20.0.0.3-20.0.0.1 45 1-1
32 5 1.0.0.0 1.0.0.4 1 Unique: Mone 1GP Sequence 3
: 30 7 1.0.0.5 1.0.0.32 1 Unique Mone 1GP Sequence 3
| 9 3 1.0.0.40 1.0.0.56 1 Unigue Mone 1GP Sequence el 3
| 28 4 1.0.0.64 1.0.0.112 1 Unigque Mong 1GP Sequence 1000 20.0.0.3
| 27 4 1.0.0.128 1.0.0.224 1 Unique Mone 1GP SEqUEnCcE 1000 20.0.0.3
26 5 1.0.1.0 1.0.2.0 1 Unique: Mone 1GP Sequence 1000 20.0.0.3
: 25 4 1.0.2.128 1.0.4.0 1 Unique Mone 1GP Sequence 1000 20.0.0.5
| 24 564 1.0.50 1.2.56.0 1 Unigue Mone 1GP Sequence 1000 20,0.0.3
| 23 80 1.2.58.0 1.2.216.0 1 Unigque Mong 1GP Sequence 1000 20.0.0.3
| 2z 63 1.2.220.0 1.3.212.0 1 Unique Mone 1GP SEqUEnCcE 1000 20.0.0.3
21 43 1.3.216.0 1.5.40.0 1 Unique: Mone 1GP Sequence 1000 20.0.0.3
: 20 54 1.5.45.0 1.5.125.0 1 Unique Mone 1GP Sequence 1000 20.0.0.5
| 19 63 1.8.180.0 1.16.96.0 1 Unigue Mone 1GP Sequence 1000 20,0.0.3
| 18 21 1.16.128.0 1.21.128.0 1 Unigque Mong 1GP Sequence 1000 20.0.0.3
| 17 12 1.22.0.0 1.27.128.0 1 Unique: Mone 1GP Sequence 1000 20.0.0.3
16 63 1.28.0.0 1.90.0.0 1 Unique: Mone 1GP Sequence 1000 20.0.0.3
] 15 3 1.92.0.0 1.96.0.0 1 Unigque Mone 1GP Sequence 1000 20.0.0.5
: 14 z 1.100.0.0 1.104.0.0 1 Unigue Mone 1GP Sequence 1000 20,0.0.3
| 1000
1000
[
o]

Spirent Communications Test Methodologies ® High Availability Routing
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Redundancy Protocols: VRRP and HSRP

7. Next, goto the “Transmit Ports’ configuration screen. Set the frame size for Port-1 to 64 bytes and set the

load value to 1,000 frames

per second.

== Uintitled - TeraRouting Tester

J File Edit Yiew Tools Actions Help

J 0= =5 | <Ee = (;| P | ”E| m E| I appky |’§Resultc0llectlon... |5§QW|zards... @ G -

=B Test
- Bl Card Setup

IDrag a column header here ko group by that calumn.

----- E2 Sub-interface

Fork

£k | Transmik

Tx Mode Seconds # Bursts

Burst Size Frame Size

----- %54 Static Routs »

Forkt-1

Conkinuous

1 53

=23 BeP

BB Sessions

Port-2

Conkinuous

125

523 Routes

B options
OSPF

OSPFw3

RIF

I1s-15

-
-
-
=
- RSYP-TE
-

&8
@
5 |
i |
= |
5 |

LDP
H--(Z] IGMP&MLD

e--[Z7] PIM
=-£_3 Traffic

I =B B Brnrs Brs B

- Transmik Porks
Receive Ports
S Skreams

..... fiif; Flap Schedule

----- Bl Settings

8. Usethe" Streams Wizard” to generate traffic from Port-1 to “All BGP Routes.”

Ix

&, Traffic Wizard
r Traffic Pattern —IP Wersion
o Source - > Destination Sogrce - = Destination & IPve I
Mesh Pairs
Source Destination
- Al ports |
~Orart-1
Port-1 =-[JPart-2
=-[Jrort-2 All BGP Routes

[ Al BaP Routes
=[] BGP Session 20.0.0.3
-] all BaP Routes

[JEGP Session 20.0.0.3
- [#] All BEP Routes

- []BGP Raute 1.
- []BGP Faute 1.
--[]BGP Foute 1.
--[JBGP Route 1.
--[JBGP Route 1.
--[]BGP Route 1.
--[]BGP Route 1.
--[JBGP Route 1.
--[JBGP Route 1.
--[JBGP Route 1.
--[]BGP Raute 1.
--[JBGP Raute 1.
--[]BGP Raute 1.

Florn meok- 1

0.0.0-1.0.0.4/32
0.0.8-1.0.0,32/30
0.0.40-1,0.0,56/29
0.0.64-1.0.0.112/28
0.0.128-1.0,0.224/27
0.1.0-1.0.2.0/26
0.2.128-1.0.4.0/25
0.5.0-1.2,56.0/24
2.58.0-1.2.216.0/23
z.220.0-1,3.212.0{z22
3.216,0-1.5.40.0{21
5.48.0-1.8.1258.0/20
§.160,0-1,16.96,0/19

12 490 A4 94 170 AN

- [#] BGP Raute 1.
- [#] BGP Raute 1.
- [#] BGP Raute 1.
- [#] BGP Route 1.
BiP Route 1.
- [#] BGP Route 1,
- [#] BGP Route 1.
- [#] BGP Route 1.
- [#] BGP Route 1.
- [#] BGP Route 1.
- [#] BGP Route 1.
- |w] BGP Route 1,
- [#] BGP Route 1.
- [#] BGP Route 1.

[ NPl W S PROR |

0.0.0-1.0.0.4/32
0.0.6-1.0,0,32/30
0.0.40-1,0.0,56/29
0.0.64-1.0.0.112/28
0.0.128-1.0,0.224/27
0.1.0-1.0.2.0/26
0.2.128-1.0.4.0/25
0.5.0-1.2.56.0/24
2.58.0-1.2.216.0/23
2.220.0-1,3.212.0/22
3.216.0-1.5.40.0/21
5.48.0-1.8.125.0/20
8.160.0-1,16.96.0/19
16,128.0-1.21.128.0/18

2B AC A T AW AT

=l

Help

Default

Clear |

Zancel

= Back | AEw |

Spirent Communications Test Methodologies ® High Availability Routing
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Redundancy Protocols: VRRP and HSRP

9. Theresulting traffic streams table should look like this:

=-B Test Traffic Canfiguration Skreams
g :::i:;t,ufgce Traffic Wizard. ., | Traffic Groups... | Totfal Streams: 1
@ Static Route Aikive Streams: 15
-4 BGP
B3 Sessions Port
@ Routes
B options Aickive Mame Rux Pork(s) Fill Pattern
+-[] 05PF
+- (] OSPFy3 Streaml Eth |IPv4 DA 1.0.0.0-1.0.0.4/32,54 192.89.1.2/32,GW 192.59.1.1 Aty tll Zeros
- RIP Stream2  |Eth |IPv4 DA 1.0.0.10-1.0.0.34/30,54 192.89.1.2/32,GW 192.89.1.1 Aty tll Zeros
#1515 Stream3  Eth | TPv4 DA 1.0.0.46-1.0.0.62/29,54 192.89.1.2/32,GW 192.89.1.1 any all Zeros
: g SS:P'TE Streamd  |Eth | IPv4 DA 1.0.0.78-1.0.0.126/28,54 192,89,1.2/32,GW 192,89.1.1 Ay all Zeros
(2] IGMPEMLD StreamS  Eth | IPv4 DA 1.0.0.158-1.0.0.254/27,54 192.59.1,2/32,GW 192.89.1.1 | Any ol Zeros
+-(1 FM Streamé  Eth | IPv4 DA 1.0.1.62-1.0.2,62/26,54 192,89.1.2/32,GW 192,89.1.1 Aty tll Zeros
=44 Traffic Stream?  |Eth |IPv4 DA 1.0.2.254-1.0.4.126/25,54 192.59.1.2/32,GW 192.89.1.1  |Any tll Zeros
Transmit Ports Streamd  |Eth |IPv4 DA 1.0.5.3-1.2.56.3/24,54 192.89.1.2/32,GW 192.89.1.1 Ay tll Zeros
g Receive Ports Streamd Eth |IPvd DA 1.2,58.3-1.2,216,3/23,56 192,89, 1,2/32,GW 192.89.1.1 any all Zeros
zr Streams Streami0  |Eth |IPv4 DA 1.2,220.3-1.3.212.5/22,50 192,591, 2/32,GW 192,.89.1.1  |Any &l Zeros
% :{:t':i:;:e‘j”'e Streamll  |Eth |IPvé DA 1.3.216.3-1.5.40.3/21,56 192.89,1,2/32,GW 192.89.1.1 | Any Bl Zeros
Streaml2  |Eth |IPv4 DA 1.5.48.3-1.5.128.3/20,54 192,59.1.2/32,GwW 192,89.1.1 Aty tll Zeros
Streaml3  |Eth |IPv4 DA 1.8.160,3-1.16,96.3/19,54 192.59.1 2/32,GW 192.89.1.1  |Any tll Zeros
Streamld  |Eth |IPv4 DA 1.16.128.3-1.21.128.3(18,54 192,89,1.2/32,GW 192.89.1.1 |Any all Zeros
StreamlS  |Eth |IPv4 DA 1.22.0.3-1.27.128.3/17,54 192.59.1,2/32,GW 192.89.1.1 | Any all Zeros
Streamlé  Eth | IPv4 DA 1.28.0.3-1.90.0.3/16,54 192,89, 1.2/32,GW 192,89.1.1 Aty Bl Zeros
Streaml7  |Eth |IPv4 DA 1.92.0.3-1.96.0.3/15,54 192.89.1.2/32,GW 192.89.1.1 Aty tll Zeros
Streamls  |Eth |IPv4 DA 1.100.0,3-1.104.0.3/14,54 192.59.1 2/32,GW 192.89.1.1  |Any tll Zeros
Total:15

10. Run thetest. The remaining default settings are acceptable.

Test Configuration

Test Options | Capkure I

Test Type: IContinuous = l

—Duratian —Load Options
& Seconds I1U Load Uniks: Percent (%) hd
) Bursts IIDDD

—Frame Size ~Load

¥ Lse Transmit Ports/Streams Setking
 Fixed 126

 Random  Min: |128

M |256

¥ Use Transmit Ports/Streams Setking

 Fixed IlD

" Random  Min: |ID

Max: |50

} Run

oK Cancel

Spirent Communications Test Methodologies ® High Availability Routing
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Redundancy Protocols: VRRP and HSRP

11. Vaidate all of the test parameters. The traffic, asindicated below, should be received on Port-2 at a
consistent rate of 1,000 frames per second.

|P0rt R.x Rake j

FPort Rx Rate
1,100.00

1,000.00

a00.00

S00.00

F00.00

BO0.00

S00.00

400.00

300.00

200.00

100.00

0.00
0.00 4.00 G00 1200 1600 2000 2400 2500

Part-1 -m- Port-2

12. If necessary, clear all of the counters by right-clicking on the “ Port Counters’ chart.
13. Induce afailure of the primary router (powering the device off is an easy way to accomplish this).

14. Watch the graphs to see the forwarding rate go to zero, and then recover.

Spirent Communications Test Methodologies ® High Availability Routing
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Redundancy Protocols: VRRP and HSRP

15. Cadculate the recover or switch-over time interval. The graph below suggests the recover time was approxi-
mately 40 seconds. A more precise calculation can be derived from the counters on the right-hand side.
62,090 signature frames were transmitted from Port-1. 23,024 frames were received on Port-2. The differ-
ence between these quantitiesis 39,066 frames. Since Port-1 is transmitting at a consistent rate of 1,000
frames per second, this indicates that the “downtime” was 39.066 seconds, which is consistent with the
graphical estimate.

|P0rt R Rate j Part Counters j
Fort Rx Rate Tokal Part-1 Port-2
1.100.00 Tx Frames 62116 52090 26
R Frames 23147 42 23105
Tx Bytes B1177 (3973700
1,000.00
R Bytes 1487126 3651 1483475
Tx Signature Frafies &z050 62090 a
00 .00 o R Signature Frai 23024 a 23024
Reosive Rate Drgos
. Tx IPw4 Frames 62116 £2030
i oZero Dnrg R IPv4 Frames
Router Shitdhover Ll oliancs o ° o
- R R IPwE Frames 19 13 &
700.00 FB'ICI’, then Fx MPLS Frames o a o
R MPLS Signature Frames a 0] a
500.00 Tx Stack Frames 26 0 26
Rx Stack Frames 123 42 81
CRC Errars a a a
Si0.A0 Owversize [} i [}
Frag/Undersize ] il ]
400,00 Tx Arp Replies a [u] a
R Arp Replies [u] a [u]
Tx Arp Requests a 0 a
300.00
R Arp Requests Q 4 5
R WLAR Frames 40 0 40
200.00 Rx Jumbo Frames [z} 0 [z}
Rx ICMPv4 Dst Unreachable Frames |1 1 [z}
R ICMPvE Dst Unreachable Frames |0 a a
100.00
Tx IPv4 Ping Replies ] il ]
Rz IPv4 Ping Replies u a u
0.00 Tx IPw6 Ping Replies a 0 a
156.00 160.00 164.00 16500 17200 176.00 15000 15400 135.00 192.00 19500 20000 204.00 20500 21200 21600 : "
R IP6 Ping Replies [u] a [u]
£ || Tx IPw4 Ping Requests [u] a [u]
Paor-1 - Pott-2 R IPw4 Ping Requests o o a

16. Thistest can be repeated using different protocols, traffic patterns, routing tables and port quantities.
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TM-0186

BGP Graceful Restart

Associated RFCs

draft-ietf-idr-restart-10 - Graceful Restart Mechanism for BGP - June 2004

RFC 3623 - Graceful OSPF Restart - November 2003

RFC 3478 - Graceful Restart Mechanism for Label Distribution Protocol - February 2003

RFC 3847 - Restart Signaling for Intermediate System to Intermediate System (I1S-1S) - July 2004

Overview

Graceful restart mechanisms were first devel oped for the BGP protocol due to constant changes within the
Internet. The latest graceful restart draft proposal is Draft 10 from June 2004 and is posted on the IETF's Web
site. The document name is draft-ietf-idr-restart-10.

Objective

This test validates the device’'s BGP graceful restart functionality and measures the recovery times. In this test,
TRT participates directly in the graceful restart protocol.

Graceful restart is an optional extension to BGP that allows routers to “dampen” the effect of “flapping” peers.
If aBGP router fails, then recovers, it will retransmit its entire routing table, causing all of its peers to update
and recalculate their routing tables. If arouter is“flapping,” the resulting control plane overhead will be quite
significant as all of the adjacent routers constantly recalculate their respective forwarding information bases. If
graceful restart is used, these calculations will not take place until the configured restart timer expires (typically
90 seconds). This delay reduces the impact of “flapping” on the adjacent routers, and it also allows for a hold
period during which stability can hopefully be restored. If the router recovers prior to the expiration of the hold
timer, the recovery will be quite rapid since the adjacent router will not need to recalculate its routing database.

Since a“flapping” router might only transmit a portion of its routing table before it changes its state again, an
end-of-RIB (routing information base) marker is used to indicate the end of the database. A router that supports
graceful restart will not update its own routing table until this end-of-RIB marker is received, thereby indicating
that a compl ete database has been successfully transmitted. This processis especialy useful when the routers
are attached to the Internet and the resulting databases contain well over 100,000 entries.

TRT supports the graceful restart extension of BGP, so it is possible to natively test this functionality. The test
setup requires a single router and two SmartBits/TRT ports. Port-1 will be used for traffic generation. Port-2
will be used to establish a BGP session with the DUT; the graceful restart extension will also be invoked.

After the BGP sessions are established and traffic is being forwarded at a fixed rate (1,000 packets per second),
acontrol plane event can be introduced. One such event could consist of breaking the underlying TCP session
between the DUT and the emulated BGP router. In response to thisfailure, the DUT will cease forwarding
traffic to the next hop router. However, if that router is restored prior to the expiration of the hold timer, the
resulting recovery should be quite rapid.

For the example and instructions bel ow, some exaggerated timers and counters will be used. These can be
modified based on the required parameters of each specific DUT.
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BGP Graceful Restart

Setup

BGF Foute
Advertisements
WWith Graceful Restart

LAM
Segment 1

Step-by-Step Testing

LA
Segment 2

1. Configurethe DUT. BGP should be enabled on Port-2 with a peer defined for the SmartBits port. Enable

Graceful Restart for that connection.

Port-2. Enable BGP routing on Port-2.

Show Columns

IDrag a column header here to group by Ehat calumn,

v Pott Info I~ Hub,Slat, Part I+¥ Ethermet [~ Pos
[V alias v 1Pvd [~ 1P [ atm

[~ POS-PPP

Configurethe TRT SmartBits Port-1 to “ Xmit Only.” Select “Xmit and Advertise” (or “Advertise Only”) for

Part Link |ilias Clusker (VPN ID |M Boukisi OSPF  |oSPRy:
bills_smb 2-1 | @ |Port-1 LAMN-33254 |Xmit Only O | O O
bils_smb 22 | @ |Port-z N [Lan-z3z5a [Rmit and Advertise |Reserved o o | d | |
bills_smb 2-3 | @ = = ved O | | | [l |
P |bils_smb 2-4 [ @ LAN-3325A |Mot Usad Reserved o O O O O O

Spirent Communications Test Methodologies ® High Availability Routing

12



BGP Graceful Restart

3. Set the correct |P addresses for the SmartBits ports.

’E| % | ﬂ Apply | ’%’Result Collection. .. | liQ"‘.E'u'n.l'izards... @ @ -

Show Columins

¥ PortInfo | Hub,Slat,Park

[V dlias v IPusd

¥ Ethernet
[~ 1P

Drag a column header here ko grow

[~ POS
[~ aTM

[~ POS-FRP

Pork IPv4 Address IPvd i3ateway P4 Prefix Length MAC Address ST MAC
bills_ﬁnb 2-1 |192,165.100.2 192,165,100.1 00-00-02-00-00-01 g-0a-0a-
bills_s -2 |[192,168.200.2 192,168,200.1 00-00-02-00-00-02 0o-00-00-
3 hi||s_M 00-00-02-00-00-03 0o-00-00-
bills_smb 2-4 | 100 001 s 192.92.1.1 24 00-00-02-00-00-04 g-00-0a-

4. Enable asingle BGP peer on Port-2. Note that the address and ASN must match those that are already

configured in the DUT.

Untitled - TeraRouting Tester

File | Edit Miew Tools Actions Help

DEE | L & C| | | ||E| n W| I Apply |%';ResultC0llection... |;§€Wizards... @ [ -

~B Test ~|

..... 2y Static Route

a. Card Setup Apply Default
..... &= subeinterface Addresses

Show columns
v IPve v YLAN

@ Routes Part

Stafe

Tester AS #

IfE-BGP

¥ ATM | Inkervals

Session IPv

BGP Rauter 1D ISame as Tester IPv4 'I

Route IPv

Tester IPv4 Address

=423 BGP

IPv4 Prefix Length

| Y

ANane

1

SUT As#
20|

E-BiaP

1P

IPvd

192,168.200.3

24

A =]

i L] RIP

(1515

- -

b 771 REVR-TF
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5. On the same configuration screen, scroll to the right-hand side and check the box to “ Enable Restart.”
Select the appropriate value for the restart timer (should match the DUT configuration).

1

] R b apply | 55 Result Collection... | g% wizards... (2) (@) .

Show columns
Apply Default
Addresses v IPve v WLAN v ATM [V Intervals BGP Router ID |Same as Tester IPv4 -

Port  |SUT IP Address Gateway WLAMID  |WPIWCIT Hold Time:

Enable Restart Restart Time BGP Initia TTL
B Port-z |192,168.200.1 192, 168,200.1 a0 ] ]

64

6. Usethe BGP Route Generator to advertise 2,000 routes. Although the prefix distribution method probably
is not significant for this test, the example below uses an Internet distribution.

= BGP Route Generator r5_<|

IP Version of Advertised Routes | IPwd -

Prefix/Port lRange l BIGP Options l

Prefix based Route Advertisement
Total Mumber of netwaorks to advertise | 2000 % bo Duplicate |0
Prefix Distribution Type

Inkernet hd Edit...

‘Weighted Assignment of Routes to Parts
" By Speed * Equal " By Mumber of Routers

Route Aggregation

I Prevent aggregation by assigning nan-sequential netwarks to ports

Help

Cancel
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7. Select the BGP Options configuration screen from the navigation window. Configure the “Max Routes Per
Update” for avalue of 1 —thisisapainfully slow rate since BGP will typically advertise hundreds of routes
in asingle update. However, thiswill significantly prolong the route advertisement times, allowing easy
verification of the graceful restart functionality. If it is necessary to further reduce the rate of BGP adver-
tisements (thereby increasing the associated convergence times), the “ Inter-Update Delay” can also be
increased.

= Untitled - TeraRouting Tester

File Edit %iew Tools Actions Help

== <z oE| » = 2B = I apply | %57 Re ollection... | &% wizards... [Z) [
=B Test .

“5’ Card Setup Route Advertise Parameters

g Sub-interface Max Roukes Per Update 1] Inter-update Delay (ms) S0

<=5 Skatic Route

—- 45 BEP ;
Connection Retry Count 100 Connection Retry Interval (Secs) |30

B3 Sessions ¥ ¥ 4 b
© Rautes Type of Service (Hex) Laiu] Session Open Delay (ms) 100

B options

1 osPF
100
£ OSPFws Session Close Delay {ms)
L I
L RSYP-TE \

[ 1GMPESILD

o] s ]
-
i
=
n

8. Next, gotothe " Transmit Ports’ configuration screen. Set the frame size for Port-1 to 64 bytes and set the
load value to 1,000 frames per second.

Untitled - TeraRouting Tester

fle Edit Wisw Tools Acktions Help

A s cc<B r m | @mE 22 @B B oarely | B Resul collection... | g% wizards... [Z) [3) -

B Test
Bl; Card Setup Drag a column header here ko group by that column,

B8 sSub-interface Port ik |Transmit | Tx Mads # Bursts  |Burst Size  |Frame Size
5 Static Route »

-5 BERP Port-1 (=] @ Continuous 1 P

Fort-2 @ @ Continuous 1 128
B3 Sessions

Seconds

L0 ©SPFw3

[ RIP
3 15-1s ) 4

- RSYP-TE vI
L3 Loe

[ IGMPEMLD
L2 PIMa

-3 Traffic

ED Transmit Ports

(uai R VR VR )

o [T - -
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9. Usethe"Streams Wizard” to generate traffic from Port-1 to “All BGP Routes.”

-8 Test

e O S R B B

a Card Setup
E Sub-interface
<3 Static Route
23 B
B3 Sessions
2 Routes
B Cptions
(21 osFF
T =]
CArIP
CA1515
[Z1 RSWP-TE
[ Loe
[0 1aMPEMLD
I PM
{3 Traffic

Transmit Porks
Receive Parts
o5 Streams

fiE: Flap Schedule
B Settings

= Traffic Wizard X
Traffic Pattern 1P Version
& Source -> Destination ¢~ Source - Destination @ Pt C o6
WMesh Pairs
Source Destination
Oallesp Routes -~ Orort-1 -~
Oalports = Oport-2
M 4l B6P Routes
= JPart-2 = C]BP Session 192.168,200,3
&l BSP Routes All BGP Routes
= ] oaP Session 192.168,200.3 F Route 1,0,
141 6P Routes P Route 1,0,
CJ66F Route 1,0.0.0-1,0.0.62/32 F Route 1,0.0,192-1,0.1,184/30
CJ66P Route 1,0.0,64-1,0.0,185(31 P Route 1,0,1,192-1,0.3.176/23
[ 6GP Route 1.0.0.192-1.0.1,184/30 P Route 1.0.3.192-1.0.7.160/26
I8P Route 1,0.1.192-1,0.3.178(29 P Route 1,0.7.192-1,0.15.125/27
jBGP Route 1.0.3.192-1.0.7.160/28 P Route 1.0.15.192-1.0.31.64/26
CJ65F Route 1,0.7.192-1,0.15.128(27 F Route 1,0.31,128-1,0,62.128/25
jBGP Route 1.0.15.192-1.0.31.64/26 P Route 1.0.63.0-1.0.125.0{24
CJ66F Route 1,0.31,128-1,0.62.128/25 [FA6GF Route 1.0.126,0-1.0.250.0/23
[166P Route 1,0.63,0-1,0.125.0424 8GR Route 1.0.252,0-1.1.244.0122
CJ6F Route 1,0.126,0-1,0.250,0¢23 [FA6GF Route 1.1.245.0-1.3.232.0/21
D8P Route 1,0.252,0-1.1.244.0422 8GR Route 1,3.240,0-1,7.208.0/20
[CJ&aP Route 1.1.298.0-1,3.232.0/21 BABGP Route 1.7.224.0-1,15.160.0{19
[J&cP Route 1,3.240 x = [BGP Route 1.15.152,0-1.31.64.0/13 2
Florn ke 1 7 278 0 1 15 120 010 FRoen a1 91 190 11 €3 190 AT
o | stk | gear | Cancel Next>
10. Theresulting 19 stream definitions should look like this:
Traffic Configuration Streams
Total St 8 19
Traffic wizard. .. | Traffic Groups... | otal Jireams
Active Streams: 19
Port:
Active Mame
Streaml Eth |IPw4 DA 1,0.0,0-1,0,0,10032,54 192,89, 1,2/32,G4W 192,89,1.1
Skrearns Eth |IPw4 DA 1.0.0.14-1.0.0.70{30,54 192,89,1,2/32,GW 192.89.1.1
Streams Eth |IPv4 DA 1.0.0.75-1.0.0.126/29,54 192.59.1.2/32,GW 192.59.1.1
Strearnd Eth |IPw4 DA 1.0.0,142-1.0.0.254/28,54 192,89.1.2/32,GW 192.89.1.1
Streams Eth |IPv4 DA 1.0.1.30-1.0.1.254/27,54 192,59.1.2/32,GW 192.59.1.1
Streams Eth |IPw4 DA 1.0.2,62-1.0,4.126/26,54 192,89, 1,2032,GW 192,82.1.1
Streamy Eth |IPv4 DA 1.0.4.254-1.0.8.254/25,54 192,89.1.2/32,GW 192.59.1.1
Streams Eth |IPw4 DA 1.0,9.3-1,4,102,3/24,54 192,82,1,2/32,GW 192.89.1.1
Skreamd Eth |IPw4 DA 1.4.104.3-1.5.168,3/23,34 192,89.1.2/32,GW 192.89.1.1
Streaml0 Eth |IPw4 D& 1.5.172,3-1,7,164,3/22,54 192,69,1,2/32,GW 192.59.1,1
Skreamil Eth |IPw4 DA 1.7.168.3-1.10.80.3/21,54 192,89.1.2/32,GW 192.89.1.1
Streamlz Eth |IPv4 DA 1.10.96.3-1.17.16.3/20,54 192,89.1.2/32,GW 192.59.1.1
Shreamnls Eth |IPw4 DA 1.17.32,3-1,32,192,3/19,54 192,89.1.2/32,GW 192,89.1.1
Streamld Eth |IPv4 DA 1.33.0.3-1.43.128.3/18,34 192,89.1.2/32,5W 192.59.1.1
Streamls Eth |IPw4 DA 1.44.0.3-1.55.128,3/17,54 192,89.1.2/32,GW 192.89.1.1
Streamlt Eth |IPv4 DA 1.56.0.3-1.182.0.3/16,54 192,59.1.2/32,GW 192.59.1.1
Streaml? Eth |IPw4 D& 1,184.0,3-1,196.0,3/15,54 192,89,1,2/32,GW 192.52.1.1
Streamls Eth |IPw4 DA 1.200.0.3-1.212.0.3/14,54 192,89.1.2/32,GW 192.89.1.1
Streamls Eth |IPw4 D& 1,216,0,3013,54 192,82, 1,2/32, GW 192,89,1.1
Total:19

R Port{s)

Ay
Any
Ay
Ay
Ay
Ay
Ay
Ay
Ay
Ay
Ay
Ay
Ay
Ay
Ay
Ay
Ay
Ay
Ay

Fill Patkern

&ll Zeros
all Zeros
all Zeros
All Zeros
all Zeros
&l Zeros
all Zeros
&l Zeros
all Zeros
&ll Zeros
all Zeros
all Zeros
All Zeros
all Zeros
All Zeros
all Zeros
&l Zeros
all Zeros
&ll Zeros
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BGP Graceful Restart

. Test Configuration

11. Runthetest. The remaining default settings are acceptable.

§| Test Options | Capture |

Tesk Type: IContinuous 'I

- Duration

% Seconds i
| Bursts 1000

- Load Cptions

Load Units: IPercent (%) 4

~Frame Size

% Use Transmit PortsiStreams Setting

Load

% Use Transmit PortsiStreams Setting

" Fixed 128 " Fixed 10
" Randam  Min: 125 Mai |256 " Random  Min: IID Max! ISD

P Run | oK | Cancel |

12. Validate all of the test parameters. The traffic, asindicated below, should be received on Port-2 at a
consistent rate of 1,000 frames per second. Note that there will be a significant delay prior to the start
of traffic (60 seconds or longer) while TRT advertises all 2,000 routes at arate of one advertisement every
30 milliseconds (or 33 routes per second).

|P0rt F.x Rate j

Port Rx Rate
1,100.00

1,000.00

a00.00

S00.00

FO0.00

60000

S00.00

400,00

300,00

200.00

100.00

Spirent Communications Test Methodologies ® High Availability Routing
17



BGP Graceful Restart

13. Validate the quantity of routes advertised by using the BGP Stats table. Also validate the quantity of routes
the DUT received. In both cases, the total should be 2,000.

_—

_

BGP -~ /

Advertised |Withdrawn |Received |Received |Sent Received Sent Sent Re

A TEET=P U S 14 St Routes Routes advertised |Withdrawn [Motifications  |Motifications | sdwertised wiithdrawn U
Poart-2 192.168.200,3 192,165, 200, 1 |Established |z000 1] u] u] 1] u] Z000 u] 1]

14. If necessary, clear al of the counters by right-clicking on the “BGP Counters’ chart.

15. Introduce a negative event. There are two ways to accomplish this objective (select one of the following
bulleted options bel ow):

* Returntothe“BGP Sessions’ configuration menu and right-click on the estab-
lished session. Thiswill invoke a pop-up menu with several new options. Select
the option to “Close Session” — thiswill close the existing BGP session.

Apply Default
Addresses

=B Test
u Card Setup
B sub-interface
€24 Skatic Route

Show columns
v IPve [V YLAN [ ATM [ Intervals

BGP Router ID |Same as Tester IPvd

-3 BaP
B Sessions
@ Routes 5
O options Port 5{‘5[‘& __________________ | Tester AS #  |SUT AS#  |IJE-BGP Session TPy Route IPv Tester IPw4 Address izl
23 osPR B |Port-2 (Ertabished 20 1 E-BGP IPvd IPvd 192,168,200.3 24

[0 osPRv3

[Z3 1GMPaMLD
3 PIM

[N e e e e e
]
in
=
T
=
m

23] Traffic
Transmit Ports
Receive Port:
S:rf:ﬁ':s orts Tl Close all Sessions
a
& Flap Schedule
B settings Stop Keep Alives
Wiew Routes
Copy
Duplicate. ..

] Mew Session
< Delete Session

B Close Session
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BGP Graceful Restart

» Theother aternative isto use the “ Flap Scheduler.” This cannot be used interac-
tively, and can only affect “batch mode” tests. However, it will provide many
more selections for negative events. The BGP events are indicated in the screen-
shot below. It is advisableto test all of these permutations.

Flap Event Wizard §|

Event Type

Select the flap event bype:

Protocal Event Type

Restore Physical Link.
BGP Break TCP Session

BiaP Restore TCP Session
BGP Stop Keep Alive

BGP Resume Keep Alive
BGP withdraw Routes
BGP Readvertise Routes

16. Shortly after creating the “ negative event,” restore the configuration to its previous working state by
counteracting the event (re-establish the BGP session, for example). This must be accomplished before
the expiration of the restart timer (default is 90 seconds). Note the resulting increase in the quantity of

advertised routes, since the restored peer must send 2,000 new advertisements. This process will take
another 60 seconds or so.

-
|BGP =l / /
Park Taster TP SUT IP Shate adwvertised |VWithdrawn Received  |Received | Sent

Received Senkt Senk
Roukes Routes Adwvertised |Withdrawn Motifications  |Motifications |Adwertised | withdra,

Part-2 192.168,200.3 192,168,200, 1 |Established |4000 u] u] o u]

o 000 u]
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BGP Graceful Restart

17. A router that does not have graceful restart capabilities will need to wait until all of the advertisements are
complete in order to start forwarding traffic. However, arouter that uses graceful restart should be able to
resume forwarding data as soon as the peer (or physical link) isrestored. The graceful restart recovery time
is expected to be afew secondsinstead of a minute. See comparison below for a given (and nameless)
router.

Port Rix Rate =

Port Rx Rate
1,100.00

1,000.00
900.00
600.00
700.00
600.00
500.00
400.00
300.00
200.00
100.00

0.00
0.0

4.00 800 1200 1600 2000 2400 2800 3200 3600 4000 4400 4500 5200 5600 6000 6400 6600 7200 7600 8000 8400 &500 8200 9600

Part-1 - Port-2

— _J/

Without Graceful Restart
Full Recovery Takes 76 Seconds

Port Rx Rate ﬂ

Port Rx Rate
1,100.00
1,000 With Graceful Restart,
300,00 Full Recovery Takes 18
&0 0n
700,00 Seconds

G00.00
500,00
400.00
300.00
200.00
100.00

0.00
000 4,00 8.00 1200 1600 2000 2400 2800 3200 3600 4000 4400 4500

4 >
Fort-1 -&- Port-2

18. These tests can be repeated while varying traffic loads, route quantities, port quantities and other control
plane parameters. Also try selecting several other types of negative events.
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Graceful Restart for Other Protocols

Associated RFCs

draft-ietf-idr-restart-10 - Graceful Restart Mechanism for BGP - June 2004

RFC 3623 - Graceful OSPF Restart - November 2003

RFC 3478 - Graceful Restart Mechanism for Label Distribution Protocol - February 2003

RFC 3847 - Restart Signaling for Intermediate System to Intermediate System (I1S-1S) - July 2004

Overview

Although graceful restart is most applicable for the Internet environment and the BGP protocol, the IETF is
working on developing graceful restart mechanisms for the other protocols. Graceful restart extensions have
been proposed for OSPF, 1S-1S and LDP. Since principles of graceful restart are very similar for all routing
protocols, the test methodologies will be comparable.

Objective
This test validates the device's graceful restart functionality for all protocols and measures the recovery times.

TRT currently only supports graceful restart for BGP (the most popular HA routing protocol). Although TRT
cannot directly participate in the graceful restart functionality for LDP, OSPF and 1S-1S it can still effectively
test and validate the recovery mechanisms of these protocols. These tests will simply be conducted from the
data plane’s perspective.

For this example, OSPF will be used for this test. However, this methodol ogy can be appliedto LDP or IS-IS. In
fact, BGP graceful restart can also be tested in this manner.

Setup

D5PF Route
Advertisements

OSPF
Graceful
Restart

LAMN
Segment 1

LAMN
Seqment 2
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Graceful Restart for Other Protocols

The diagram indicates the test setup for an OSPF Graceful Restart test. Two routers are required, along with two
(or more) TRT/SmartBits ports. OSPF adjacencies should be established between the two routers and Port-2
(on the right-hand side of the diagram) of the SmartBits tester. It is suggested that all of these ports areinitially
placed into the same OSPF area (in the example, we will use the backbone area 0.0.0.0). However, inter-area
testing can be conducted.

The TRT application will generate OSPF Link State Advertisements (LSAS) for various networks, links and
devices. The routers will then exchange thisinformation. Port-1 of the SmartBits tester will then generate traffic
to al of these advertised networks. After validating the successful receipt of traffic, an error condition will be
introduced between the two routers causing the traffic to stop. The error will then be corrected and the recovery
time measured. The graceful restart function should significantly reduce the recovery time period.

Step-by-Step Testing for OSPF Graceful Restart

1. Configurethe DUTs. OSPF should be enabled on both devices using area 0.0.0.0. Graceful restart should be
enabled on the ports connecting the two routers (not on the ports connecting to the SmartBits testers).

2. Configure the TRT SmartBits Port-1 for “ Xmit Only.” Select “Xmit and Advertise” (or “Advertise Only”)
for Port-2. Enable OSPF routing on Port-2.

= Untitled - TeraRouting Tester
File Edit Wiew Tools Actions Help

0= E <z aE| » =] B e B apply | 35 Resulk Collsction... | gKwizards... [(2) @) .

=-8 E’Stc Tz show Columns
g’ Sj:}in;:{lzm v Port Info [ Hub,Slot, Part v Ethernet [ POs [ POS-PPP
4 Static Route v Alias v 1Pva [ IPve [ am
+- [ BGP
+-[Z3 osPF
+- [ OSPFva
+-[_] rIP Port Link | Alias Cluster  |WPN ID sk Eeservation Capéure  |WLAN  [Static |BGP SPF | OSF
4L 15-15 b |hills_smb -1 | @ | Port-1 LAM-33254 | Rmit Only Resarve OFF O ] (|
(] RSYP-TE bills_smb 2-2 | @ |Port-2 LAN-3325A | Advertise Onily Rararve OF [} O O
: gi;p&mm bils_smb 2-3 | @ " ved oo oo
=3 PIM bills_smb 2-4 | @ LAM-33258 Mok Used Resarved ] ] ] ]
+ [ Traffic
[z Flap Schedule
B Ssettings
<
3. Set the correct |P addresses on the SmartBits ports.
| Hm D apply | % Result Collection... | g% Wizards... [(Z) (4] .
Show Colurmns
W Port Info [ Hub,slot,Port v Ethernet [~ PO3 [~ POS-PPP
v Alias v IPv4 [~ IPve [~ ATM
Pork IPv4 address IPv4 Gakeway Pwd Prefix: Length MAC address SUT MaC address MTU
bills_gmb 2-1 192.168,100.2 192,165,100.1 00-00-02-00-00-01 00-00-00-00-00-00 1500
biills _st -2 |192,165.200.2 192,165,200.1 00-00-02-00-00-02 00-00-00-00-00-00 1500
B bills_smb 2-3 LR R=FI
bills_smb 2-4
£
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4. Go tothe OSPF Adjacencies configuration menu. Set the tester’s |P address, Router ID and Area|D.

B Test -~ i i
a_ Card Setup Show Columns Murber of Adjacencies
53 sub-interface [V wLarn W suthentication Al Porks; 1
=5 Skatic Rouke
+- [ B=P
=423 OSPF
@' Areas
B3 Adjacencies Fort Stare T RO ess Frefix Length  |area ID T EE LT T S—
4 Router-LSAs P FPort-z Aane (—7192.168.200.3 24 0.0.0.0 102,168, 200.3
24 Metwork-LSAs T JE—

b Summary-LSAs
=4 ASBR-Summary-LSas
24 External-LsAs
2y TE-LSAs
-] OSPFva
+- [ RIP
+1--[F3 15-T5 <

5. Usethe LSA Generator to produce areasonable mix of Link State Advertisements. For most purposes, the
default values should be sufficient. Although larger networks will yield more dramatic results for graceful
restart measurements.

LSA Generator, PZ|
ub Metworks ] Summary Routes ] External Routes ] Opague/TE ] Cther ]
Area ID |Type |Routers |Max PEP Interfaces |Max BC Interfaces |Max
p 0000 Regular 50 4 3 100
£ ¥
Help oK Cancel
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6. Theresulting topology should look like this:

View LS Advertised In Display = 5
i LSA Generator ... |
Arsa: [0,0.0.0 ~| I EditLinks [ Show All Header Fields E H
Advertising Router  |Options  Router Type | # Links | Link Type Link I Link Data Metric
B 152.160.200.3 0z EB 7
FtF 0.0.0.1 0.0.0.1 1
FLF 0.0.0.3 0.0.0.2 1
PLP 0.0.0.5 0.0.0.3 1
PLP 0.0.0.7 0.0.0.4 1 Bl | SA Generator Summary
Transit Hetwark 1.0.175.1 1.0.175.1 1 ———
| Area=0.0,0.0
Transit Hetwork 1.0.176.1 1.0.176.1 1 Routor-LSAs: 50
Transit Hetwork 1.0.177.1 1.0.177.1 1 Stub Metworks: 300
Network-LSAs: 19
0.00.1 0z * Summary-Lsas: 1000
PLp 0.0.0.17 0.0.0.1 1 Duplicated Summary-LSAs: 0
[ 0.0.0.49 0.0.02 1 as-External/NSSA LSAs: 10000
v Duplicated A5-Externalfissa LSas: 0
Transit Metwork 1.0.175.1 1.0.175.1 1 TE L5A with Router Address TLY: 0
[ 182.160,200.3 0.0,0.3 1 TE L5 with Link TLY: O
nnno n> B

| & & 5% = |} Update & layout | G Edit Diagram

S 1000 LN 18
Erenals, fioon unk e

10175024 10.7e02t

| e

AN

ogson €8 ioson 1ngbaz

o003 o003 0003 0003 o008 00020 ooz oozt 00025
e Ssnbe asm astibe ashibe e R R B

7. Gotothe“Transmit Ports’ configuration screen. Set the frame size for Port-1 to 64 bytes, and set the load
value to 1,000 frames per second.

% Untitled - TeraRouting Tester

File | Edit Wiew Tools Actions Help

D S qE| » | bl B pply | 55 Resuk Collection... | X wizards... [2) () .
=B Test
u; Card Setup
= Sub-.interface Port Link |Transmit | TxMode |Seconds \#Bursts |BurstSize  |Frame Size Load
G Static Route P Port-1 @ @  |Continuous 1 1000 Fps

+-[] BGP
+-[] 0spF
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8. Usethe"Streams Wizard” to generate traffic from Port-1 to “All OSPF External-LSAs’ and “All OSPF

Stub Networks”

= Traffic Wizard

Traffic Pattern 1P Version
/& Saurce -> Destination (~ Saurce - Destination & Tva r Irve
Mesh Faits
Source Destination
Fort-1 Al Ports -~
Orort-1
= Orort-z
[ Al OSPF External-Lsas
[ All O5PF Stub Netwarks
=[] OSPF Router 192.168.200.3
[ OSPF Summary-LSA 1.0.241.0-1,4.216.0/24
All OSPF External-L5As
[ 05PF External LSA 1.0.194,0-1.0.194.54/32
[ OSPF External LSA 1.0.194,56-1,0,195.100/2
[F ©5PF External LSA 1.0.195.104-1.0.196. 128,
[F ©5PF External LSA 1.0.196.144-1.0.199,32/2
OSPF External LA 1.0,199.64-1.0,204.96/2F
[F ©5PF External LSA 1.0.204,128-1.0.217.072¢
[F O5PF External LSA 1.0.217.128-1.0.240.0/28
[ 05PF External LSA 1.4.217.0-1.26.138.0/24
[ OSPF External LSA 1.26.140.0-1,32.214.0/22
[ OSPF External LSA 1.32.216.0-1.42.182.0/22
PF External LSA 1,42
= P
<
b | o | e | coml_| | e |

9. If you selected the default settings for the OSPF LSA Creator, atotal of 323 streams should be generated.
This quantity will vary based on the total numbers of emulated routers and networks that you sel ected.

10. Run thetest. The remaining default settings are acceptable.

. Test Configuration

Test Options | Capture |

Test Type: IContinuous 'l

rDuration r~Load Options
@ Seconds 10 Load Units: Percent (%) =
 Bursts 1000

—Frame Size rLoad

(% Use Transmit Parks/Streams Setting
" Fixed 126

" Random  Min: |128 Maz: [256 " Random  Min: |10 Ma: ISU

(% Use Transmit Ports/Streams Setting

" Fixed IID

P Run | O | Cancel |
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11. Vaidate al test parameters. Thetraffic, asindicated bel ow, should be received on Port-2 at a consistent rate
of 1,000 frames per second.

|Port R Rate ﬂ

Port Rz Rate
1,100.00

1,000.00

900.00

&00.00

700.00

G00.00

a00.00

400.00

300.00

200.00

100.00

0.00
.00 4.00 §.00 1200 1600 2000 2400 2300

Port-1 - Port-2

12. Clear the countersif necessary. To do this, simply right-click on the “Port Counters’ chart.

13. Introduce a control plane failure between the two routers. This can be accomplished severa different ways.
The cable between both routers can be disconnected, OSPF can be disabled on one of the devices, an inter-
face can be disabled, etc.
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14. Repair the failure and measure the recovery time. This step should be repeated with and without graceful
restart enabled so that the difference between the two recovery times can be measured. Graphically, the dia-
gram below suggests the recovery time is approximately 33 seconds. The calculated packet |oss confirms
thisvisual estimate.

Port R Rake: | Fort Courkers
Prewt Fre R
140000 Tz Prisrus
P Fremes
150000 ~ ; ki it
i Approximate Recovery .F._pf‘__— R Bytes
” . T Sagrshure Fromes
00 |
i Time is 33 seconds ; e
| i Te Il Fravess 138644 (137857 |EAT
SO0 I
| [ Rix [Pk Franies 14Hs 3 104341
|
| | Tx Fvil Prames o n n
70 t I Fix [Pt Frovess. 11 n %
? x MPLS Frams b o f
B 00 + L MPLS Sagnutuns Frivess 1] o L]
Tu Ftack Frames 2E] 0 49
20000 i : R Shark Prames {20:) 2L 5ar
1 CRE Ermors o n n
0100 | | Cretriten o o 0
1 i Fragliraence o o 0
0000 | Tit A Riaples o n 0
| | Fix fup Rpbes H n H
|
00 l | T Arp Rty z ] H
- " B Asp ity 1 (1] 1
[l |
Bl \ Bix VLAN Fraunes + 0 -4
| Rx Jursta Frames o L] L
e 'q‘_-_ | B [CMP st Linemachistin Praes |1 n n
G400 BRO0 TEZO0 7RO00 BOOD B4D0 MO0 9200 SG00 10000 10400 10500 11200 11600 13000 12400 12000 11200 13600 R DCHEve Ot Linrmachalols Frinas |0 Ll Ll
Toe Bred iy B phes o 0 0
4 *
Rz [Pt Pirg Regles o 0 ]
P [
: = LeExiEofanics. i i i

15. Thistest can be repeated using different protocols, port counts, traffic patterns and routing tables. The fail-
ure mechanism should also be varied on subsequent iterations to determine the impact on the recovery
latency.
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Glossary

This glossary provides definitions of the terminology, abbreviations, and acronyms used in this Spirent
Communications test methodology journal as well as terms based on telecom technology and standards.

Fast Re-Route.

An MPLS protection mechanism. This requires the creation of a standby backup L SP using a different path
than the primary circuit. If the primary LSP fails, the recovery process involves arapid failover to the
secondary link.

Five Nines.

A communications industry buzz word (first popularized by the telephony industry) meaning the objective
for communications equipment is 99.999 percent uptime.

High Availability Routing (HA Routing).

Anindustry term referring to the ability for routers and networks to provide nearly non-stop services. Many
facets (redundancy, failover and recovery mechanisms, etc.) help support HA routing.

Hitless Upgrades.
A means for upgrading a network device (hardware and/or software) without impacting network traffic. In
other words, arouter can continue to forward packets while anew interface, anew revision of software or a
new configuration file is activated.

Hot Standby Router Protocol (HSRP).
A redundancy and failover protocol that occurs between routers. Thisis primarily used by Cisco and is
defined in an informational RFC. This protocol issimilar to VRRP.

Non-Stop Forwarding.
Anindustry term nearly synonymouswith High Availability Routing. The subtle differenceisthat Non-Stop
Forwarding implies that a routing paradigm is implemented which tolerates absolutely no downtime.

Virtual Router Redundancy Protocol (VRRP).

A redundancy and failover protocol that occurs between routers. VRRP is a“ standard” method defined by
the IETF in RFC 3768 and similar to Cisco's Hot Standby Router Protocol (HSRP).
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Spirent Communications
Test Methodologies Information

Spirent Communications at <www.spirentcom.com> has alibrary of test methodology journals that offer you
insight into testing a variety of technologies.

Thisissue of the Spirent Communications Step-by-Step Test Methodologiesjourna usesthe TeraRouting Tester
(TRT) on the SmartBits platform.

The following platform-specific journals can be found on Spirent’s Customer Service Center (CSC) at
<http://support.spirentcom.com>. Registration is required.

» TRT Edition: High Availahility Routing

» TRT Edition: IGMP/MLD Functional Testing

» TRT Edition: Protocol Independent Multicast (PIM)
Whilethisjourna is platform-specific for TRT, Spirent aso provides a downloadabl e series of generic and
informative test methodology journals at <www.spirentcom.com/tmj>:

* Router Performance Edition

* Volumell - Wireless, Edge Router, Metro Optical, VoIP,
SS7, QoS and IPv6

» |Pv6 Edition

* Multicast Edition

» PPPoX Edition

» Optical Edition

»  Edge Router Edition
 MPLSEdition

» |PSec Edition

e Layer 4-7 Edition

Sales and technical support phone numbers are listed on the front inside cover of thisjournal in case you would
like to contact us.
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