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Introduction:
PIM and PIM-SM

Creating Successful Multicast Streams

There are two fundamental components to creating successful multicast communications streams. The first
component is the registration process that allows end-users to select and join multicast groups. The Internet
Group Management Protocol (IGMP) typically facilitates this process. The second component is the routing
process.

After the receiversjoin their respective groups, the network must deliver the multicast traffic to the correct end
stations. In the Internet, arouting protocol must be used to dynamically calculate the appropriate forwarding
paths to all registered receivers.

In addition, transmissions from the data source must be replicated at some point for the information to be
received in multiple locations simultaneously. This delivery processis facilitated by a multicast routing
protocol. The user can select from several multicast routing protocols, each with strengths and weaknesses.

The New Breed of Protocol

New multicast routing protocols developed in the late 1990s are collectively known as Protocol Independent
Multicast (PIM). PIM comprises multicast forwarding protocols that are not dependent upon a specific unicast
routing protocol (Multicast Open Shortest Path First, MOSPF, is a contradictory example and requires OSPF as
the underlying unicast routing protocol).

In contrast to MOSPF, however, PIM takes advantage of existing routing and forwarding tables regardless of
how they were constructed to forward multicast data.

PIM-SM for the Internet

PIM has several versions. The most common is PIM Sparse Mode (PIM-SM). PIM-SM iswell suited for the
Internet since it is designed to minimize the overhead and bandwidth requirements for multicast data streams.

PIM-SM exists exclusively between routers. Host computers (sources or receivers) do not participate in this
protocol. PIM-SM shares common characteristics of other routing protocols such as discovery messages,
topology information, and error detection and notification. PIM-SM also differs from traditional protocolssince
it does not facilitate exchanges of routing databases.

PIM-SM routers periodically generate “Hello” messages to discover and maintain stateful sessions with their
neighbors. These multicast messages use the dedicated address of 224.0.0.13. After neighbors are discovered,
PIM-SM routers signal their intentions to join specific multicast groups. Thisis accomplished by having a
downstream router send an explicit PIM-SM “join” message (not to be confused with IGMP or MLD “join”
messages) to an upstream router. The PIM-SM “join” message will specify the group and the source (if
applicable) that the router wants to join, represented with a (*,G1) or (S;,G;) notation. Upstream routers can
then forward multicast information to downstream devices.

PIM-SM implements unique forwarding trees for each multicast group. These trees are called Rendezvous Point
Trees (RPTs) since they rely on acentral router called arendezvous point. After a short period of time,
optimized shortest path trees may replace these rendezvous point trees.

Spirent Communications Test Methodologies ® PIM-SM Functional Testing
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Introduction: PIM and PIM-SM

The Role of Rendezvous Points

PIM-SM is a stateful protocol. Routers involved in PIM-SM networks must keep track of the state of various
other routers and the multicast distribution trees for all receivers. Stateful information must be maintained for
each and every multicast group. This can present severe scalability implications since all routers must dedicate
substantial memory and processing resources to these functions.

To offload the majority of the routers, PIM-SM has centralized some of these functions by creating an entity
called the rendezvous point (RP). Each multicast group hasits own rendezvous point responsible for forwarding
information from the source to all registered receivers. In essence, the RP is the root of the rendezvous point
trees (RPTs). The rendezvous point is aso the most critical test point for PIM-SM functionality and scalability.

Routers configured as candidate RPs announce their presence, along with information about the groups they can
service to the bootstrap router (BSR). The BSR is chosen in a separate election and will flood (i.e., multicast)
information about all RPsto all active PIM routers. Therefore, when alast hop router (LHR) needsto join anew
multicast group, it will be able to notify the appropriate rendezvous point.

The diagram below shows a typical rendezvous point tree (RPT). The multicast source in the upper-left corner
of the diagram transmits data to the first hop router (FHR). The FHR knows the location of the RP for that
particular group (it learned this information from the bootstrap router). The FHR forwards the data to the RP.
The RP will be the root of the rendezvous point tree and distribute the multicast datato all registered receivers.

Dulticast
Source

Last Hop Routers (LHR)
=7 > And IGNP DRs
m/ = |E
—_ i /’-' : =
Bl _/’J- .
First Hop \ S
Router (FHE) Rendezvous g
Point (RF)

Verifying PIM-SM Works

PIM-SM testing should focus on the functional, performance and scalability aspects of a PIM-SM router or
rendezvous point. From afunctional perspective, the tester should verify that al of the basic operations
associated with the PIM-SM protocol perform correctly. This process validates the basic multicast functionality
of adevice — anecessary first step before testing performance or scalability characteristics.

Performance testing typically involves measuring the data-plane performance when packets are replicated. This
requires the DUT to transmit multiple packets for every multicast packet received. Thisistaxing on the CPU,
backplane and other ancillary resources of the DUT. Another equally important aspect of performance involves
identifying the latency associated with control plane events such as PIM-SM “joins” and “leaves.”

Spirent Communications Test Methodologies ® PIM-SM Functional Testing
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Introduction: PIM and PIM-SM

Scalability Concerns

Scalability testing isamajor concern for equipment manufacturers, end-users and service providers. Since most
router ports will be attached to a LAN switch or hub, they could potentially support hundreds or thousands of
users. Each user may, from time to time, subscribe to a unique set of multicast groups. Therefore, the router may
be required to track hundreds or even thousands of groups. Rendezvous points for large networks may need to
track an even greater quantity of groups. At some point, the router will become saturated, making it critical for
equipment manufacturers, service providers and users to identify and understand these limits.

Test Methodologies and Spirent’s TeraRouting Tester

PIM-SM functional testing will be the primary focus of this Spirent Communications test methodology journal.
The test methodologies serve as examples only; they are not all encompassing multicast routing testing
solutions. Most of the examples will not use a concurrent routing protocol or unicast traffic, but such variables
can be added to increase test realism.

Thefirst test, RP Functionality, tests the RP's basic functions. The user will validate several aspects of the PIM-
SM protocol such as the neighbor discovery process and the processing of PIM “joins.”

The second test, Reverse Path Forwarding Check validates the Reverse Path Forwarding (RPF) algorithm of the
DUT. Thisis accomplished by first establishing the DUT can correctly process multicast traffic. Traffic is then
introduced with incorrect source addresses. The DUT should detect the induced reverse path violation and not
forward this traffic.

Both of the testsincluded in this journal require at least two SmartBits ports. More extensive testing can be
conducted using the same basic methodol ogy with additional ports. Increased port counts are especially useful
for performance and scalahility tests.

In addition to the SmartBits hardware platform, Spirent Communications’ TeraRouting Tester (TRT) software
application will be used for both of these tests. TRT alows the user to emulate advanced unicast or multicast
network protocols and topologies. Traffic can be sent easily to and from all of these emulated devices and
networks. Additionally, negative testing can be accomplished using TRT's capabilities.

Inthisjournal, Gigabit Ethernet ports are used for all test methodol ogies. However, other media and speeds can
be used. Finally, al testsin thisjournal are based on PIM-SMv4. | Pv6 addresses can be directly substituted for
the PIM-SMv4 parameters if |Pv6 testing is needed.

Making A Difference

There is much to know about testing multicast applications and many steps exist for improving network
performance. Spirent believes thisjournal is a good way to begin because it provides step-by-step testing
procedures. While the test methodologiesin this journa are a start, Spirent Communications offers extensive
support with PIM-SM. If you need more information, let us know how we can assist.

Spirent Communications
WwWWw.spirentcom.com

Spirent Communications Test Methodologies ® PIM-SM Functional Testing
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TM-0192

Rendezvous Point
Functionality

Associated RFCs

* RFC 2362 Protocol |ndependent Multicast - Sparse Mode (PIM-SM): Protocol Specification, June 1998

* draft-ietf-pim-sm-v2-new-11 Protocol Independent Multicast - Sparse Mode (PIM-SM):
Protocol Specification (Revised), November 2004

Overview

When a downstream router such as alast hop router (LHR) wants to receive multicast traffic for a particular
group, it sends PIM-SM “join” messages to the rendezvous point (RP). The RP should add the new router to the
appropriate multicast distribution tree, and then forward multicast data to the device.

In thistest, the device under test (DUT) will be the RP. SmartBits (TRT) Port-2 will be used to emulate an LHR
using the PIM-SM protocol. The LHR will join severa of the RP's multicast groups. SmartBits Port-1 will act
as an upstream router, generating multicast data streams. The correct behavior of the DUT will consist of
properly implementing and utilizing the PIM-SM protocol, adding the LHR to the appropriate multicast
distribution trees, and then forwarding traffic for the correct multicast groups.

Objective

This test will validate the DUT's basic PIM-SM protocol functionality, including the rendezvous point (RP)
operations. It validates RP functionality, the processing of PIM “join” requests and traffic forwarding.

Setup

The basic test setup is indicated in the diagram below. VLANs will be used on LAN segment 2 in order to
simulate multiple receivers for the same multicast groups.

LAN LAN
Segment 1 Pl Segment 2
Protocol
=g
RP—
g .

Spirent Communications Test Methodologies ® PIM-SM Functional Testing
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Rendezvous Point Functionality

Step-by-Step Testing

1. Configurethelocal router to support PIM-SM. (This test will use VLANSsin order to conserve physical

ports and further stress the DUT, but the test can a so be conducted without them. VLAN information must
also be configured in the DUT.)

2. Select the proper SmartBits ports. Set Port-1 to “Xmit Only” and set Port-2 to “Advertise Only” or “Xmit
and Advertise” Add dliasesif desired. Reserve the ports after they have been configured.

# Untitled - TeraRouting Tester

File Edit View Tools Actions Help

== s » a RE B apply | %5 Resul Collection.., | gK wiards... () () .

= E;_St g Show Colurnns

g’ gj;—i:t?::ce [# PortInfo [ Hub,Slot,Paort lv Ethernet  |v POS lv POS-PPP

@ Static Routs WV Alias ¥ 1pvd V IPv6 [~ aTM
+ ] BGP
+-((3 osPF
=10 OSPFv3
= R Port i Cluster VPN ID S Copture  |WLAN |Static BGP  OSPI
w1515 P bils_smb 2-1 4 LAN-33256 2 oFF OO0l gOlC
+ (1 Rawp-TE bills_smb 2-2| @ 403375 OF O o] C
=@uwe bills_smb 2-3 @ LAN-TIZ5A ot eet Raserved 0o O O C
= [ 1aMPao bills_smh 2-4| @ LAN-33754 Mot Used Reserved O o orCc
= [P
(] Traffic

filis Flap Schedule

B settings

KiN| o]

3. Enable VLANsand PIM on Port-2. Disable RIP (which is enabled by default) for Port-2.

== Untitled - TeraRouting Tester

Eile | Edit wiew Tools Actions Help

0= <z<8| » =) X m B apply | % Result Collection... | g wizards... (Z) 0] .

=8 ;“C - Show Columns
; Card Setup

E Sub-interface v Port Info ™ Hub,3lot, Port v Ethernet v POS v POS-PRP

€ Static Route I Alias W 1P ¥ 6 I ATHM
+ -1 BGP
+ - OSPF
w1 OFFFva
+ A RP Port Reservation Capture  |VLAM BGP  OSPF OSPFv3 RIP ISIS  |RSWP-TE |LDP I PIM IPw
#1515 bills_smb 2-1| Reserved oF [m] O | 0 O O |0 O O O e
#- [ RSVP-TE & |bils_smh 2-z | Reserved ofFf . O O O O O O O O el 1Pva
= g L D bils_smbs 2-3 Reserved ] 5 1 1 A
e bills_smb 2-4  Reserved m] O m] | m| m| m] m} m} m| m]
(1 Traffic

[ Flap Schedule

8 settings

K| L]
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Rendezvous Point Functionality

Configure the correct addresses for the tester and the DUT.

Fort Py Sl T oy — w4 Prefix Length MAC Address SUT MAC Address
bills_smb 2-1 192,163.100.2 192,165,100.1 00-00-02-00-00-01 00-00-00-00-00-00
P bills_smb 2-2 192,165,200.2 192,1658,200.1 00-00-02-00-00-02 00-00-00-00-00-00
bills_smb 2-3
bills_smb 2-4
<

Click on the “ Sub-Interface” icon. Thiswill take you to the VLAN configuration screen. Add three new
lines so that atotal of four VLANSLHRs will be emulated.

Configure the correct VLAN-IDs and IP addresses for the tester and the gateway (DUT).

== Untitled - TeraRouting Tester

File Edit ¥iew Tools Actions Help

D= = sz<H| » B = B apoly | %35 Result Collection... | g% wizards... (Z) [3) .
= Test
a B card setup Ay e y Show Columns
i pply Addresses Using
= sub-interface Card Setup l i o T
&5 Static Route I Ethernet [ IPvE
- BEP
=+ 1 osPF
= C0 osPFY3
= 03 Rap WLAN Priority MAC Address WPI/VCT IPv4 Address 1Pv4 Gateway P4 Pref
-5 15-15 00-00-02-00-00-02 11.1.2 11101
+ L] RSWP-TE 00-00-02-00-00-02 2.2.2.2 z.2.2.1 E
=3 LoP 00-00-02-00-00-02 3.3.3.2 3.3.3.1
= L0 1GMPRMLD 00-00-02-00-00-02 4.4.4.2 +.4.4.1 24
3 PIM = —
B 53 Traffic
fiEz Flap Schedule
B sSettings
il 3

Select “PIM Routers’ from the navigation window. Right-click to add three more lines. Fill-in the correct
VLAN-IDs, then click on the button for “Apply Default Addresses’ to automatically fill in appropriate |P
addresses for each emulated router.

= Untitled - TeraRouting Tester,

File Edit Wisw Tools Actions Help
D=E wz<E| »

BE X EE

I apply | %5 Resul Collection... | &K wizards...

=8 Test ~

Bl card setup
B2 sub-inkerface
€3 Static Route

+- [0 BGP

+ [0 osPF

1 (L] O5PFv3

.23 RIP

#1515

+- [ RSYP-TE

+ [ Lop

Port  Stafe 1P Version
P LHR Ao |IPws

LHR Aine  [TPvd
] 1GMP&MLD LHR Aone  |[IPve
=25 PIM LHR Aine  |TPve

Number of Routers

(" Bpply Defali:
i Addresses H All Porks: 4

P address Prefix Length
1.1.1.3 24
2223 24
3.3.3.3 24
4.4.4.3 24

Upstream Neighbor Address WLAR ID
1111
2221
3331

4.4.4.1

PIfvCl  |BiDirectional | Mode

PIM-SK
PIM-SK
PIM-SK
PIM-5K

o

& Routers

< Groups

B options
(2] Traffic

4
fi%: Flao Schedule ) KN E—
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Rendezvous Point Functionality

Select “PIM Groups’ from the navigation window. Right click on each line to add groups. Use the default
group type (*,G). Select the quantity of groupsto bejoined by each emulated LHR. In this case, each router
will join the same five groups. Fill in the address of the RP.

= Untitled - TeraRouting Tester

File Edit Wew Tools Actions Help

= 25 <F | » B B E B apply %’ResultCﬂHechnnm ag‘é\:\iizards‘.. @ @ .

=8 Te.St Mumber of Groups
u. Card Setup
B sub-interface Al Roukers: 20
<) Static Route
# (e Fort
([ osPF
| [[] 0SPFY3
# LR Ctive |Group Type  StarlGroup IP Address Group Prefix Length Groug Group Count  |RPR IP Address Source Sta
+ (11518 =
#- (L] RSYP-TE #1113
+- [ LoP W %6 2254001 192.168.200.1
+ (L1 1GMPEMLD
= Qrm 5| inzee
£ Routers ¥ e 25101 _
@ iGroups 5
B options =
[ Traffic #313.3.3.3
i Flap Schedule =) 225.1.0.1 1 5 192.168.200.1
B Settings 5
-l #4443
I *a 225.1.0.1 1 S 192,168.200.1
O [ 5 \
20
« i

From the “Traffic - Transmit Ports” menu, select the appropriate frame size and loading parameters. In this
example, 128-byte packets will be transmitted from Port-1 at a constant rate of 100 frames per second. No
packets will be transmitted from Port-2 (the LHR) so no further configuration is necessary for that port.

= Untitled - TeraRouting Tester BRG]

Eile | Edit Wiew Tools Actions Help

<z <E| » = E2 =] D 2pply | 355 Resul Collection... | ZK Wizards... [2) G)

Part Link | Transmit  |TxMode  |Seconds  |a & Burst Size  Frame Size Load
FHR =) @ o 128 100 fps
b LHR @ @ o 1258 10 %

oo

@DQDDDDDD@W!@ 1

Card Setup
ul .

16 (]
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Rendezvous Point Functionality

10. From the navigation window, select “ Streams.” Then select the “ Traffic Wizard.”

2 Untitled - TeraRouting Tester

Ele Edt View Inols Agtions Help

D E sz | » a AR B apply | 3 Resul Callection... | g wizards.. () [3) .
-8 ;st Traffic Configuration Streams

i Card Setup )

B2 Sub-interface Traffic Wizard. .. | Traffic Groups... ‘ | Total Streams: 0

2 Static Route Active Straams: il

+ [ BGk

+ (0 osPF Port

+ [0 osPFvs

+ (I RIP Active  |Name R Port(s) Fill Pattarn

=23 1515 P -/FHR
#- [ RSVP-TE
+- (1 LDP
#-[C] 1GMPEMLD
=423 PIM
€ Routers
& Groups
B options
=425 Traffic
Transmit Ports
Recsive Port p—
. B
[ Flap Schedule
B Settings

11. On the left-hand side of the wizard, select the FHR as the source for all transmissions. On the right-hand
side, check the box for “All PIM Groups’ as the destination. Accept the remainder of the defaults for the
traffic wizard. After running the wizard, a single traffic stream will be constructed.

w. Traffic Wizard

Traffic Pattern IF Wersion
¢e Source - Destination o So_urce -= Destination & 1Py  Pve
Mesh Pairs
Source Destination
O Al FIM Fouters All PIM Groups -~
O all vLaks O Al I Routers
Ol Parts O & wLans
O~ Ports
--CJLHR CIFHR
20 vLans = CJtHR
CIvianit 40 vLans
Ovanze Ovantt
Cvianas CIvianzz
Cvians4 CvLanss
O &l PIM Routers OvLan4d
OPMRouter 1.1.1.3 Ol PIM Routers
OPIMRouter 2.2.2.3 All PIM Groups
OPIM Router 3.3.3.3 --[JPIM Router 1.1.1.3
OPIM Router 4.4.4.3 PIM Group 225.1.0.1-225.1.0.5/32
-I-JFIM Router 2.2,2.3
PIM Group 225.1,0,1-225.1.0,5{32
-I-JPIM Router 3.3.3.3
PIM Group 225.1.0.1-225.1.0.5(32
-I-JFIM Router 4.4.4.3
FANTA memim 296 1 A4 290 4 0 EM2 b
Help Default Clear Caneel Mext=
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Rendezvous Point Functionality

12. Select the “Results Collection” button on the upper part of the configuration screen. Click on the “ Event
Log” tab. Enable event logging by checking the four boxes next to the emulated LHRs. Thiswill be a

valuable tool for debugging any potential problems.

&, Result Collection FS_(‘
Traffic Resulks  Event Log l Route Database I
Display Event Log for:
Port Prot,.. | Router all
FLHr PIM 2223 Mone
B LHr PIM 3.3.3.3
ELHr PIM 4.4.4.3
Help | [o]'4 Cancel |

13. Click on the green arrow to run the test. Accept the default settings for remaining fields in the Test
Configuration menu.

X

& Test Configuration

Test Options ] Capture ]

Test Type:  |Continuous >

Load Cptions

= Seconds ’7 Load Units: Percent (%) X

€ Bur .

Frame Size Load
¢ Usg Transmit Ports/Streams Setting + Usg Transmit Ports/Streams Setting
" Fixed 123 " Fixed 1

" Random  © l 25 ¥ 5 " Random I 10 ¥

P Run oK Cancel
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Rendezvous Point Functionality

14. Validate the PIM neighbor states. From the DUT, verify that all four neighbors are active.

PIM Neighbor Table
Neighbor Interface Sample DUT Table
Address Priority/Mode
1.1.1.3 FastEthernet0.1 00:00:08/00:01:36 v2 1/DR
2223 FastEthernet0.2 00:00:08/00:01:36 v2 1/DR
3.3.33 FastEthernet0.3 00:00:07/00:01:37v2 1/DR
4443 FastEthernet0.4 00:00:08/00:01:36 v2 1/DR

15. From the DUT’s console port, also verify the status of the five requested multicast groups.

Group: 225.1.0.1, RP: 192.168.200.1, v2, next RP-reachable in 00:01:13
Group: 225.1.0.2, RP: 192.168.200.1, v2, next RP-reachable in 00:01:13
Group: 225.1.0.3, RP: 192.168.200.1, v2, next RP-reachable in 00:01:13
Group: 225.1.0.4, RP: 192.168.200.1, v2, next RP-reachable in 00:01:13
Group: 225.1.0.5, RP: 192.168.200.1, v2, next RP-reachable in 00:01:13

Spirent Communications Test Methodologies ® PIM-SM Functional Testing
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Rendezvous Point Functionality

16. Also validate the PIM neighbor status from the SmartBits Tester's perspective. The “PIM Routers’ configu-
ration window will indicate the current neighbor state. The Event Log (lower left) will also display the pro-
tocol interaction between the router and the tester.

& pim tech tip - TeraRouting Tester

File Edit Yiew Tools Actions Help

D& < | Rl RNE % Result Collection,.. | g% Wizards.., () (@) .
=B Test ~
u: Card Setup apply Defalt Mumber of Routers
EE sub-interface Addresses All Ports: 4
€ Static Route
+-[7 BaP
+-[_7) 0sPF
+ (L1 OSPFv3
+ (R X 5 p—
B 1515 IF Address Prefix Length Upstream MNeighbor Address WLAN ID WRINCI | BiDirectional Mode
-1 RSYP-TE 1.1.1.3 24 1.1.1.1 11 ] PINM-51
w0 Loe 2.2.2.3 24 z.z.2.1 22 O PIM-S5M
4[] IGMP&MLD 3.3.3.3 24 3.3.3.1 33 0 PIM-SH
= a PIM 4.4.4.3 24 4.4.4.1 44 O PIM-5M
& Routers
& Groups
B Options
+-[07 Traffic
fias Flao Schedule hs LI—I . j
|Event Log j ( |Pnrt Rx Rate ﬂ
Prokocol |Pork Entity Direckion  Skate %\:Sgt E:S - I e RS _
FIM  |LHR 2.2.2.3v22 Tx Neighbor |Hello  |71.78 380.00 o
M |LHR 3.3.3.3v33 Tx Neighbor Helle |72 3&0.00
PIM LHR. 1,1.1.3v11 R Meighbor |Bootstra 75,3 233 EE
PIM LHR. 22.2.3v22 R Meighbor |Bootstra |75.32 270.00
PIM LHR, 3,.3.3.3v33 Rux MNeighbor |Bootstra |75.33 240,00
PIM LHR. 4.4.4,3 w44 R Meighbor |Bootstra (75,36 21000
PIM LHR. 3.3.3.3v33 R Meighbor |Hello 100.4: 180.00
PIM LHR. L1.1.3v11 Rx Neighbor Hello  |100.43 150.00
M |LHR 44,3 vad Rx Meighbor Heloe  |t0a.g | 1200
PIM LHR. 1,1.1.3v11 T Meighbor Hello 100,9¢ :g EE
FIM  [LHR z.2.2.3v22 R Neighbor [Hello  |101.2¢ 30,00
PIM LHR, 4,4,4.3 w44 T Neighbor |Hello 101.6 000
PIM LHR. 2,2.0,3y22 T Meighbor |Hello 101.8¢ 6313 6513 6666 6866 702 V22 TIV¥3 LT3 YV2T 79T G606 628
PIM LHR. 3.3.3.3v33 T Meighbor |Hello 102.0z e >
4 j FHR - LHR
Time elapsed: 67 sec &8 Connections=1

17. Validate the receive rate for the multicast data streams. In the example used in this test, a stream of 100
frames per second should be delivered to four different LHRS, each on its own VLAN. Accordingly, the
tester expectsto receive 400 frames per second on Port-2. The graph in the lower-l€eft corner of the above
diagram indicates that the receive rate is correct.

Spirent Communications Test Methodologies ® PIM-SM Functional Testing
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Rendezvous Point Functionality

18. In order to further test the functionality of the PIM-SM rendezvous point, this test should be rerun modify-
ing some or all of the parameters listed below. Most of these parameters can be modified interactively,
while the test is running. Thisform of interactive testing will provide the user with real-time responses to
these dynamic changes:

a. Group quantities

b. Use non-contiguous groups

c¢. Modify the PIM timers and counters

d. Port and/or VLAN quantities

e. Traffic profiles (frame sizes and rates)

f. Introduce background traffic

g. Alternate PIM “join” and “prune”’ messages

h. Modify PIM message delays and “ packed” selections (“PIM Options’ window)

Spirent Communications Test Methodologies ® PIM-SM Functional Testing
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TM-0193

Reverse Path Forwarding Check

Associated RFCs

¢ RFC 2362 Protocol |ndependent Multicast - Sparse Mode (PIM-SM): Protocol Specification, June 1998

* draft-ietf-pim-sm-v2-new-11 Protocol Independent Multicast - Sparse Mode (PIM-SM):
Protocol Specification (Revised), November 2004

Overview

Unicast routers forward packets to their destination. Multicast routers operate based upon an opposite principle
—they forward packets away from their sources. While this may seem like arather subtle distinction, this
paradigm known as reverse path forwarding is an absolutely critical part of multicast routing.

Routers build multicast distribution trees for each multicast group. As the quantity of receiversincreases, these
trees can become extremely complex. The propensity for routing loops increases along with this complexity —
especially as multiple users join and leave the groups. Reverse Path Forwarding is the loop avoidance
mechanism invoked by most multicast routing implementations.

When amulticast router receives amulticast datagram, it reads the source address contained in the packet. (The
destination address will be a Class-D |P address for amulticast group.) The router uses its existing unicast
routing table to lookup the source address. Then it determines which interface would be used to forward a
unicast packet to that particular source address. If the packet arrived on that interface, then it is considered to be
avalid packet, and it will be forwarded to the downstream routers (e.g. away from the source). If the packet
arrived on a different interface, it is presumed that it has been routed incorrectly or possibly created aloop
condition, so it is discarded.

Testing the RPF check functionality will require the use of a unicast routing protocol. In this particular test,
BGP4 will be used. After verifying that the DUT is correctly processing multicast packets and protocols, a new
stream will be injected that intentionally violates the RPF check. This stream should not be forwarded to the
downstream routers.

Thefirst step is to create afunctioning multicast and BGP emulated network as shown bel ow.

LAN LAN
segment 1 BGP Segment 2
Protocal

=g
<

<4mmmm ..

Spirent Communications Test Methodologies ® PIM-SM Functional Testing
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Reverse Path Forwarding Check

Thistest validates arouter’s ability to update its forwarding tables and terminate one or more workstations from
the multicast group. IGMP Version 3 is used.

Objective

This test validates the DUT’s Reverse Path Forwarding check by generating a traffic stream that violates this
condition. This stream should not be forwarded to the specified multicast group.

Setup
LA LAN
Segment 1 BGD Segment 2
Protacol
e

Inject Invalid h Pt inlns®

Stream l @

Step-By-Step Testing

1. Configurethelocal router to support PIM-SM and BGP. Be sure to include the correct 1P address and
AS-Numbers for the tester. (This test will use VLANSs in order to conserve physical ports and further stress
the DUT, but the test can aso be conducted without them. VLAN information must also be configured in
the DUT.)

Spirent Communications Test Methodologies ® PIM-SM Functional Testing
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Reverse Path Forwarding Check

2. Select the proper SmartBits ports. Set both portsto “Xmit and Advertise” Add aliases if desired. Reserve
the ports after they have been configured..)

= |ntitled - TeraRouting Tester

(]
(3
X)

File Edit Yiew Tools Actions Help

e =] <z @ » =B RN E D apoly | BF Resulk Collection... | g% wizards... [2) G -
= B Test

Show Columns
Bl card setup

B2 Sub-ircerface v PortInfo [ Hub,Slot,Port [ Ethernet [ POS [~ POS-PRP
5 Static Route ¥ alias v 1Pv4 . - I~ atm

+ [ eGP

=+ osPF

# L0 OSPFw3

= CaRIP Fort i Juster VPN ID Participation Reservation WLAN | Static BGP  OSFI
#1515 bills_smb 2 @  |upstream LAM-33254 ®mit and Advertise | Reserved OHF ] ] [m] C
(L0 RSYP-TE bills_smb 2-Mg@ | dovinstream LAN-33254 Emit and Advertise |Reserved OF [m] [m] O C
S B bk 23| O R 1
b D bills_smb 2-4 | @ LAN-33254 Mot Used Reserved ] ] O C
+ [P
=+ Traffic

[ Flap Schedule

B Settings

ol | 10|

3. Disable RIP for both ports (this is aways enabled by default). Enable BGP for both ports. Enable PIM for
Port-2 (the “ downstream” port). Enable VLANSs for Port-2 to simulate several multicast ports.

== Untitled - TeraRouting Tester

File Edt View Tooks Actions Help

D @ <= » ] @ 3 apply | % Resut Collection... | gX wizards.. (2) () .

=-8 T.?“ Show Coluns
E’ gj:;tzt:zﬁ [ PortInfo | Hub,SiobPort v Ethemet | POS | POS-PRP
€ Static Routs W Alias ¥ 1Pv4 [~ IPv I~ ATM
+-(] BGP
[ osPF
#-(1] O5PFYa
+ D RIP Part Reservation Lapiure YLAM - Static  BGP OSPF OSPFv3  RIP 1515 RZVP-TE LDP IGMP PIM 1Py
#1515 bils_srmb 2-1| Resarved orf O/ & 0O a [m} )
1 (L RsWP-TE 7 bils_smb 22 Reserved o MYTO W O O O O O 0O O M re
. g e bils_stb 2-3 Rererved 1 1 o 1
T bils_smb 2-4 Reserved 0 1 o O 1
#1-(1 Traffic
[ Flap Schedule
B Settings
Kl ] 2l
4. Configure the correct addresses for the tester and the DUT.
Part w4 Prefix Length MAC Address SUT MAC Address MTU
bills_smb 2-1 192,168,100.2 192,168.100.1 00-00-02-00-00-01 00-00-00-00-00-00 1500
} Lills_smb 2-2 192,168.200.2 192,168.200.1 00-00-02-00-00-02 00-00-00-00-00-00 1500
bills_smb 2-3
bills_smb 2-4

5. Click onthe " Sub-Interface” icon. Thiswill take you to the VLAN configuration screen. Add three new
lines so that atotal of four VLANSLHRs will be emulated.

Spirent Communications Test Methodologies ® PIM-SM Functional Testing
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Reverse Path Forwarding Check

Configure the correct VLAN IDs and IP addresses for the tester and the gateway (DUT).

2= Untitled - TeraRouting Tester

Ele |Edt Yiew Tools Actions Help

W= <5 g | » 5] B R b apply | %5 Result Collection.. | g wizards... [2) G) .
=B Test

i card Sotup Apply Addresses Using show Cokmrs

B sub-interface Card Setup o ) ol

2 Static Route Iv Ethernet v 1Pve
-3 BaP
= -] osPF
=-(Z3 OSPFv3
=0 e WLAN Priority MAC Address WRIWCT IPv4 Address IPw4 Gateway il
w0 1515 1 00-00-02-00-00-02 1.1.1.2 1111 24
-] RSYP-TE 1 00-00-02-00-00-02 2222 2221 4
R 1 00-00-02-00-00-02 3.3.3.2 3.3.3.1 4
(] 16MPRIMLD ] 00-00-02-00-00-02 4442 44411 24
=0 PIm
- Traffic

i Flap Schedule

B Settings

| — 0]

Select “PIM Routers’ from the navigation window. Right-click to add three more lines. Fill in the correct
VLAN IDs, then click on the button for “Apply Default Addresses.” Thiswill automaticaly fill in the
appropriate | P addresses for each emulated router.

& nfitled - TeraRouting Tester
File | Edt View Tools Ackions Help
Dwd <E

] R B apply 5 Resuk Colection.... | g Wiearss... (2) () .

=@ Test A
Bl Card Setup 3 7 Mumber of Routers
B Subeinterface ] 8l Porks; 4
&) Static Raute \
(] BaP
(] OSeF
w0 [] OSRFY3
# CIRP ) S
¥ Q1535 Part Skate |IP ersion IP Address Prefix Length  Upstream Meighbar Address WPINCT | BiDirectional M
(2 RSWR-TE b downstream Aone | 1Pvd 1113 24 1111 0 Pl
w- (O LoP downstream Apne [Py 2,223 4 2.2.2.1 0 P
- (] TaMPaMLD, downstream |Aone  [Pvé 3,333 4 3351 0 Pl
= a FIM downstream Aone | IPw4 4443 24 4.4.4.1 D PI
@ Routers
@ Groups \/
B options 1
(1 Traffic
fils Flan Scheddle b : | | j
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Reverse Path Forwarding Check

Select “PIM Groups’ from the navigation window. Right-click on each line to add groups. Use the default
group type (*,G). Select the quantity of groupsto bejoined by each emulated LHR. In this case, each router
will join the same five groups. Fill in the address of the DUT which will act asthe RP.

& Untitled - TeraRouting Tester

File | Edit View Took Actions Help

E= caaf]| p ] P b apply 5é‘illlesult Collection. ., ,&Wizards..‘ @ @ .

=8 TE.St humber of Groups
B Card Setup
5 subinterface All Routers: 20
@ Static Route
o D Ber Park:
+- (1] O5PF
+-(1] O5PFv3
+ CRP Group Prefix Length | Groug Group Count  |RPR IP Address Source Sta
[ 1515 =
+-(Z] RSVP-TE #LLLLS
+-(Z] LDP & 192,168.200.1
+- (L] 1GMPEMLD
- M e e
@ Routers ¥ e 25101 _
@ Graups E
B options —~
-] Traffic S 58,85
ftk: Flap Scheduie M5 225.1.0.1 1 5 192,168.200.1
Bl Settings 5
-l #4443
W (*,G) 225.1.0.1 1 3 192,168.200.1
I | 5 |
20
‘ Il

Use the navigation window to select BGP Sessions. Configure the correct Autonomous Systems Numbers
and IP Addresses for the tester and the DUT. Note that these must match the configuration of the DUT. Also
note that in this particular example, VLANSs are not necessary for the BGP portion of the configuration.

# Untitled - TeraRouting Tester E| EWX\
Eile | Edit Yiew Tools Agtions Help

=y = E R E i B R B apply | % Resuk Callection... | g% wizards.. [2) ) .

=B Test —
: oW columns
B card setup Apply Default
B sub-interface Addresses [7 IPvE v WLAN [ ATM [ Interwals BGP Router ID |Same as Tester IPv4 v

) Static Route
= BGP
& Sessions
& Routes
Port St
B Options o oe
+ (1] osPF upstream | Abne

-0 OSPFv3 § downstream| fifane
+- I RIP
#1515

#- (1] RSVP-TE
# [P

(] 1GMPEMLD

Tester IPv4 Address
192,168.100.3
192.168.200.5

T/E-BGP Session IPv Rout e
BBGF P4 1Pv4
1P

P4 Prefix Lengtiy 8o T g
192,168,100.1

[z Flap Schedule

B settings 4 ﬂ
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Reverse Path Forwarding Check

10. Select BGP Routes from the navigation window. Add ten routes (or any other desired quantity) to each
emulated router. Make sure the routes use distinct (and hopefully easily distinguishable) addresses. In the
example below, the downstream route block starts at 10.0.0.0 and the upstream block begins with 100.0.0.0.

4 Untitled - TeraRouting Tester

File | Edit Wiew Tools Actions Help

DEE LSl 3 B A E D aply | %5 Resuk Collection. . | g wizards... (2) (3] .

BEE

=8 Test Number of Routes Advertised Show colurns
Bl Card setwp Route Generator. .
B subdinterface Al Sessions: 20 I MpLSvPN
) Static Route 2
=3 66 / Fort
@ Sessions o |session
& Routes
3 options Active Prefix Lenffth | #Rodes  StartRoute End Rote Incremerk Category Labe! Origin
[0 osFr - downstream
+ [ osprva -l 1 192.168.20.5-192, 1 5gle0e
# IRIP e+ 1o 10.0.2.0 1 Undefined None 16P
w1515 10
# (L] RSVP-TE 0
£ Que = upstream
:Eﬁmpww -l 1 19z.168.100.3-192,168, 100 1 s
o O Traffc Mz 10 ‘ 100.0.0.0 100.03.0 1 Undefined None 16P
Flap Schedule i
i (3 I T I | ]
O — 1|

11. Go to Traffic — Transmit Ports. Change the “Load” value to read “Per Stream” so that unique traffic loads

can be created for each data stream.

 Untitled - TeraRouting Tester

File | Edit View Tools Actions Help

=" EL I ) 0| B B apply 5 Resuk Colection,., | N Weards., () (3]

=0 Test N
", Card Setup
B Sib-interface Fort
) Static Routs

o429 BGP

Lk Transmit  TxMode  Seconds  # Bursts  BurstSize | Frame Size
pstream @ @ Continuous 1 128
B downstream @ @ Continuous 1 128

@ Sessions

& Radtes

B Optians
- (L O5FF
=[] 0PFv3
w-RP
w1515
[ RSvP-TE

= [C1wp
[ 1GMPEMLD d
1P K
=45 Traffic
Transmit Ports
Receive Ports

s Streams
B2 Clan Cehock b

ElE)
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Reverse Path Forwarding Check

12. Select Traffic — Streams, then click on the button for the traffic wizard. On the left-hand (source) side of
the traffic wizard screen, only select the upstream port as the source. On theright-hand side, select “All PIM
Groups’ as the destination. The remaining defaults can be accepted.

= Traffic Wizard

3

Traffic Pattern 1P Yersion
¢ Source - Destination ~ So_urce - Destination + TPy4 " IPve
Mesh Pairs
Source Destination
- All PIM Groups ~
[ &l BGP Routes [ Al PIM Rauters
[ 4l BGP Sessions [ &l BGP Routes
Al vLans [ &l BaP Sessions
Oallports O &l vLans
=) [Fupstream O all parts
=- C]B&P Session 192.168.100.3 -I- O upstream
[ EGP Route 100.0,0,0-100.0,9.0/24 - []BGP Session 192,168, 100.3
=I- [Jdownstream [ B&P Route 100.0.0.0-100.0.9.0/24
Ol vLans =[O downstream
Ovianit 11 Al vLans
Ovianzz 22 OuLamii 11
vLanzs 33 OvLanzz 2z
[ vLana4 44 OvLanzs 33
=1- [J BGP Session 192,168.200.3 O vLans4 44
[BGP Route 10.0.0,0-10.0.9.0/24 I [ BGP Session 192.165.200.3
[ Al P1M Routers [ &GP Route 10,0.0.0-10,0,9.0/24
OPIM Router 1.1.1.3 [ &1l PIM Rauters
O FIM Router 2.2.2.3 All PIM Groups
O PIM Router 3.3.3.3 --JPIM Router 1.1.1.3
FIrnman-b-wd 442 b’ FArmra memn AOE 4 M4 A0 4 A Elen b/
Help | Default ‘ Clear | Cancel | | MNext> |

13. A single stream should have been created. Set the rate to 100 frames per second.

L rpf tech tip - TeraRouting Tester
Fil= Edit View Tools Actions Help
== | <z <E| »

=B Test A~

B Card Setup
£ sub-interface

DE R sE

Traffic Configuration

B apply

Traffic Wizard... ‘ [ — |

%% Result Collection...

E

& Static Raute
[ BGR

3 osPF

3 osPFva

A rP
Ea1s51s

LA RswP-TE
CaLwop

L3 1GMPEMLD
arm

3 Traffic b

Transmit Ports
Receive Ports

T s
i Flao Scheduls b

Port

Active Marne

P~ downstre(Stream hame|
]

Rate

~| upstream

(IR B M e e e e

100 fps Eth

A wizards... (Z) (@) -
Streamns
‘ Total Streams: 1
Active Streams: 1
Rat Partis) Fill Pattern
1Pv4 DA 225.1.0... |Any Al Zeros
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Reverse Path Forwarding Check

14. Right-click to copy and paste a second identical stream below the first. Rename this second stream to

15.

16.

17.

“Stream 2" and deactivate it by deselecting the “Active’ button.

* rpf tech tip - TeraRouting Tester E

File | Edit Yiew Tooks Actions Help

D EE R E N i} by B apply | 35 Result Collection... | gRwizards... (2) [G) -

=B Test || Traffic Configuration Sieams
Bl card Setup .
B subinterface Traffic Wizard. .. ‘ Treaffie Graizm, ‘ | Total Streams: 2
b Static Route Active Streams: 1
=1 BGP
=[] OsPF Port
-1 OSPFv3
=[] RIP Active  Mame Rate Rx Port{s) Fill Pattern
F s ¥ | =| downstream
- RSVP-TE O
=23 LoP
s Qoo N wptean
B
) Traffic W |streami 100 fps Eth 1Pv4 DA 225.1.0... |Any Al zeros
Transmit Parts []  |streamz 100 fps Eth TPvd4 DA 225.1.0... |Any Al Zeros
? Receive Ports Total:2
e streams
fi:s Flap Schedule a]

Start the test. Use the Green Arrow to begin running the test, and accept the default values for all other
parameters.

Systematically verify that the links are up (solid green lights on the Card Setup window), the BGP sessions
are established and the PIM neighbors have been correctly activated. Check the DUT’s stateful datato con-
firm thisinformation. Also validate the existence of five groupsin the PIM RP Group Table and check the
BGP route table (it should contain both 100.0.0.0 routes and 10.0.0.0 routes).

Thetraffic isbeing generated at arate of 100 frames per second. Since thistraffic is being replicated by the
router for four different VLANS, each of which isamember of every multicast group, the expected receive
rate is 400 frames per second. Verify thisrate.

5 - Port Rx Rate |
ot Router S°b  Rersived |Sent Toins|Reteived |Sent  Rersived Sent Port Rx Rate
Hellos Helos  Prunes  oms  Registers Registers Res
downst |1.1.1.3 24 23 13 0 0 0
downst 2,223 24 23 13 0 0 0
downst |3.3.3.3 2124 13 0 0 0
downst |4.4.4.3 24 23 13 0 0 0
21000
180.00
15000
12000
90,00
60.00
3000
oo
00U 400 EO00 1200 1600 2000 2400 00 200 FEO0 4000 4400
< b
B || upstream = downstream

@ Connections=1
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Reverse Path Forwarding Check

18. Whilethetest is running, activate the second stream. This can be accomplished interactively by checking
the “Active” box and then clicking on the “Apply” button.

G rpf tech tip - TeraRouting Tester -

File Edit View Tools Agtions Help

= =] B m 3 RV m B apply | % Result Collection... | 4K Wizards... [2) G) .
&3 Sessions ~ Traffic Configuration Streams
© Routes Total St : z
B options Traffic Wizard. .. ‘ TraNGroUps. .. | Edit... | otalStreams:
w1 (0 oSPE N Active Streams: 2
&[] OSPFv3
@[ RIP Port
@[ 15-15
& [ RSWP-TE Active Mame Rate R Porkis) Fill Pattern
@ Loe | downstream
- (L3 IGMPEMLD
o

CaPm
23 Traffic \ | upstroam
Transmit Ports
Eg *‘ =] 100 Fps Eth
s b

Receive Porte Stream1 TPv4 DA 225.1.0... | Any All Zeros
+s Streams Streamz 100 fps Eth 1Pv4 DA 225.1.0... | Any Al Zeros
[ Flap Scheduls Total:2
B Settinas
-

19. Sincethe second stream isidentical to thefirst stream, the traffic rate has effectively been doubled. There-
fore, the receive rate should also double, increasing from 400 frames per second to 800 frames per second.

[P =l [Part Rx Rate -
Port  |Router |Stake | 22nt  |Recsived Sent Joins Received |Sent Received Fort Rx Rate
Hellos  |Hellos Prunes | Joins Registers Registers | gonng
downst |1,1,1,3 |Meighb |11 11 5 0 a 0
700.00
dawnst |2.2.2,3 |Meighb |11 11 S 0 a 0
downst |3.3.3.3 Meighb |11 11 = i} i} i} 500.00
downst |4.4.4.3 [Meighb |11 1 1 0 a 0
500.00
40000
300.00
200.00
100,00
000
24699 245.99 25053 25253 25406 25606 2576 2596 26114 G642 784 994
£ b
Fl J upstream - dovwnstream
Time elapsed: 230 sec i@ Connections=1
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Reverse Path Forwarding Check

20. The next step isto modify the second stream to use an invalid source address, and therefore trigger an RPF
violation. Select the second stream from the streams window and click on the “Edit Stream” button. This
will invoke the stream editor. Go to the “Frame Header” tab. Modify the source addressto be 10.0.1.1, an
address that was advertised by BGP on Port-2. Since the stream originates on Port-1, this address should not
be accepted by the DUT. After completing this modification, click on the “Apply” button for it to take
affect.

| Stream, Editor

Parameters Frame Header lGroups] R Port]
Protocal Yiew
=1 Frame Headsr: 34 bytes \ Load...
+F Ethernet
=) TP Save..
+ Destination: 225.1.0.1-225,1.0.5/32
- Jource: 192,168, 100.2/32

|Use ult [Address \ |Prefix Lenath |C0unt |1ncrement
32 1 1

Expand Al

ili Il B

; 10,0.1.1 Collapse &l
+ Gateway: 192,165,100.1
+ ezt Protocal: 59 TPwE-Mohxt Shaow Editars
+ Qos: 0x0
+ TTL 64, Identfication 0,Flags 0,Fragment Offset 0,1P Checksum Errar OFF, Total Length Errar OFF Hide Editors
Hex Wiew
0o0oo0: 01 O0SEM OO O COODO2O00O00OIOBOO4SOD ... ... .. .. .. E. Interpret
Q000 0 CAODOD 00 00 40 3B GF JCCOABG4 OZE1 DN B, . @ olh d 4

000020: 00 01 Copy

Paste

i lrji

Help 0K | Cancel |
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Reverse Path Forwarding Check

21. The second stream contains an invalid source address, so the packets should be dropped instead of for-
warded. If thisfunction is operating correctly, the throughput should be reduced back to the original rate of

400 frames per second.
[P | Port Rx Rate ~|
Port Router |State | 7Bt Received |Sent Joins Received  Sent Received Port Rx Rate
Hellos  |Hellos Prunes Joins Reqgisters |Registers 400,00
downst |1.1,1,3 |Meighb |31 30 15 o o o
downst |2,2,2,3 |Meight |31 30 15 i i i o000
downst [3.3.3.3 [Neight (31 |30 15 [ [ [ ST
downst |4.4,4,3 Meighb |31 30 15 o o o
500.00
40000
300.00
200.00
100.00

K1

Time elapsed: 866 sec

0.0o
S75B6 57766 57919 58119 358273 58473 50626 55526 S896 5918 59333 59553

<

ﬁ upstream

- downstream

i@ Connections=1

22. Thistest can be repeated while modifying any of the following parameters:

a. Port and/or VLAN quantities

b. Multicast group quantities
¢. Unicast routing protocols
d. Unicast route quantities

e. Trafficrates

f. Introduction of background unicast traffic
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Glossary

This glossary provides definitions of the terminology, abbreviations, and acronyms used in this Spirent
Communications test methodology journal as well as terms based on telecom technology and standards.

Address Resolution Protocol (ARP).
The means by which a physical MAC address is associated with a particular | P address.

Autonomous System (AS).
A group of networks within a common administrative domain. Typically, these networks will share a
common interior gateway routing protocol.

Border Gateway Protocol (BGP).
The means by which a physical MAC addressis associated with a particular | P address.

Bidir-PIM.
A proposed |ETF draft for bi-directional multicast communications.

Bootstrap Messages.
M essages generated by the bootstrap router. These messages are multicast to all PIM routersto provide them
the identities of the rendezvous point (RP) routers for all available multicast groups.

Bootstrap Router (BSR).
A router used by the PIM-SM protocol to disseminate information.

Broadcast.
A method for transmitting data to every user of a particular network or segment.

Class-D Address.

IP addresses in the range 224.0.0.0 - 239.255.255.255. This range has been specifically dedicated for
multicast communications.

Designated Router (DR).

Thisterm isused in several routing protocols, each of which hasits own specific purposefor the DR. IGMP
and MLD elect a DR when multiple routers are connected to asingle LAN segment. The DR handles al of
the multicast registration requirements for that particular segment.

Distance Vector Multicast Routing Protocol (DVMRP).
An early multicast routing protocol like RIP.

First Hop Router (FHR).

The router at the beginning of the communications path for multicast messages. Typically, thiswill be the
default gateway for the source computer.

Format Prefix.

Thefirst three bits of an IPv6 address indicates the overall format of the address. (Unicast and multicast
formats are supported.)
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Internet Assigned Number Authority (ANA).
The controlling body for public |P addresses.

Internet Control Message Protocol (ICMP) (RFC 792).
Used for reporting errors and troubleshooting | P networks.

Internet Engineering Task Force (IETF).
The " standards body” of the Internet. All RFCs come from IETF.

Internet Group Management Protocol (IGMP).
An extension of the Internet Protocol (1P) used by end stations to register with multicast groups.

IGMP Snooping.
A method employed by some Layer 2 switches to determine the multicast group membership of their locally
attached workstations. The switches do not participate in the IGMP process; they just passively read the
packets that are transmitted to/from the workstations and the local router.

Last Hop Router (LHR).
The router at the end of the delivery path for multicast messages. This router sends the messages to the
receivers based upon their IGMP or MLD registration.

Multicast.
A communication transmission from a single sender to a unique group of multiple receivers.

Multicast Listener Discovery (MLD).
An IPv6 version of IGMP for registering | Pv6 workstations with multicast groups.

Multicast OSPF (MOSPF).
Provides the extensions to OSPFv2 to support multicast communications.

Open Shortest Path First (OSPF).
An interior gateway protocol that uses link-state or Dijkstra calculations to determine the optimal path to a
given destination. Thisis a popular protocol for large private networks.

Protocol Independent Multicast (PIM).
A multicast forwarding protocol that usestherouters' existing routing tables (derived from other protocols)
to forward traffic.

PIM Dense Mode (PIM-DM).
A version of PIM that uses a*“push” methodology to deliver multicast traffic to densely populated user
communities.

PIM Sparse Mode (PIM-SM).
A commonly used version of PIM that relies on “pull” methodologies to deliver multicast traffic. A
downstream user must specifically request a multicast traffic stream to receive the data.

PIM Source Specific Mode (PIM-SSM).
A version of PIM in which the source dictates the forwarding tree to all of the destinations.
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Prune.
A message used by downstream multicast routers to inform upstream routers that they want to withdraw
from a particular multicast group.

Rendezvous Point (RP).
A central router used by PIM-SM that will receive al of the traffic from multicast sources and then forward
that traffic to the receivers.

Rendezvous Point Trees (RPT).
A multicast forwarding tree for PIM-SM that uses a rendezvous point router.

Reverse Path Tree.
A multicast forwarding tree that routes the data away from the source's location.

Routing Information Protocol (RIP).
An interior gateway protocol for routing data. RIP is based on hop-counts and is a distance-vector protocol.

Shortest Path Tree (SPT).
A direct tree from the multicast source to the receiver(s). This does not use arendezvous point.

Transmission Control Protocol (TCP).
A connection-oriented transport (Layer 4) protocol used to ensure the reliable delivery of datagrams.

User Datagram Protocol (UDP).
A connectionless transport (Layer 4) protocol. UDP does not facilitate datagram acknowledgements or
retransmissions.

Unicast.
A method for transmitting data to one specific end-user or workstation.
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